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ABSTRACT
This is the final report of the study “Definition of a Research and Innovation Policy
leveraging Cloud Computing and IoT combination” (SMART 2013/ 0037) entrusted by the
European Commission DG CONNECT to IDC EMEA, leading market intelligence company
specialised in the ICT sector, and to TXT e-solutions group.
This report investigates the conditions enabling the European industry to actively
participate in the development of the emerging IoT and Cloud combined ecosystems. On
these premises, the report sets out a series of recommendations to meet Europe’s IoTrelated research & innovation challenges and support or accelerate IoT adoption across a
number of use cases and lead markets in Europe.
It does so by:
 Providing an overview of Europe’s IoT digital ecosystem, its current status and
anticipates a suggested vision of the same ecosystem in 2020.
 Focusing on the emerging markets and potential business opportunities associated
to the IoT and its combination with Cloud computing and Big Data technologies.
 Developing a coherent IoT Research & Innovation Strategy by identifying the main
research- and innovation-related challenges and suggesting the key investment
policy options to achieve a successful strategy implementation. It further specifies
a number of concrete actions and recommendations for the European Commission
and other policy actors to meet the identified research & innovation challenges
and successfully support market take-up of IoT in Europe over the next few years.
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EXECUTIVE SUMMARY
The IoT (Internet of Things) is a pervasive innovative technology building on the
universal connectivity of things and people, now moving in Europe from the pioneer
phase to widespread adoption. In combination with cloud computing and Big Data the IoT
is opening the new age of the hyper-connected society and acting as a powerful driver of
business innovation, but also facing equally strong barriers in terms of security risks,
concerns about privacy protection, and resistance to organizational change.
These are some of the main conclusions of the study “Definition of a Research and
Innovation Policy leveraging Cloud Computing and IoT combination” (SMART 2013/
0037) entrusted by the European Commission DG CONNECT to IDC EMEA, leading
market intelligence company specialised in the ICT sector, and TXT e-solutions group.
This is the final report of the study, which was based on extensive desk and primary
research, 23 expert interviews, a stakeholder workshop, the development of a model
estimating the IoT market value to 2020 under 3 alternative scenarios and an
international analysis of main IoT initiatives.

The main market trends
IoT is not another technology hype. It is dynamic but is here to stay.







IDC has identified concrete use cases already existing in all sectors and across most
of the EU Member States.
The market so far has been predominantly supply-driven (through a technology
push mechanism) but powerful demand forces, led by socio-demographic trends,
government initiatives and the expanding consumer market, are rapidly gaining
momentum. The IoT space is moving towards a more user-oriented perspective.
IoT is a disruptive innovation as it radically changes business processes within
and across sectors. A key mechanism of this disruption is the convergence between
traditional Information Technology and Operation Technology in production and
logistics processes, combined with the real time monitoring capabilities enabled by
Big Data.
The main emerging markets in the short-medium term will be characterised by a
combination of IoT with Cloud Computing and Big Data creating “smart
environments” where hyper-connectivity and data intelligence generate multiple
new services (also with other technologies such as robotics).

The IoT ecosystem is in a nascent state in Europe but is rapidly evolving.






The IoT ecosystem is characterized by complex interactions between
technology suppliers and users, with a dominant role of business-to-business
interactions (where ICT vendors provide IoT solutions to businesses who leverage
them to deliver services to their users).
A key feature of the ecosystem is the dynamic interaction between the providers
of horizontal IoT platforms and of vertical solutions/industry specific
environments. This interaction is constantly evolving. Current solutions and
implementations tend to have a strong vertical market component, but in time broadbased, open horizontal platforms will emerge, especially if Europe will be able to
insure open standards and widespread interoperability.
The potential optimal balance between horizontal platforms and vertical environments
is one of the critical issues of the IoT market evolution in the next 10 years.
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IDC expects the IoT market in Europe to expand with yearly growth rates over
20% in value between 2013 and 2020.







According to the model developed by IDC for this study, the number of IoT
connections within the EU28 will increase from approximately 1.8 billion in 2013 (the
base year) to almost 6 billion in 2020.
IoT revenues in the EU28 will increase from more than €307 billion in 2013 to more
than €1,181 billion in 2020, including hardware, software and services.
The IoT growth will involve all the Member States, but those with higher accumulated
IT investments and advanced telecom networks will grow faster. IDC estimates
Sweden to have the highest average growth rate to 2020 (24%).
IDC has found IoT investment programs or initiatives in 13 Member States (a nonexhaustive list). Germany, Netherlands, Sweden and the UK appear to lead in terms
of IoT capability (investment growth, ICT diffusion, Government support) and number
of IoT initiatives.

But there are significant risks that the market growth could be slower than
expected if the EU industry did not exploit fully the IoT revolution






Assuming slower economic growth in Europe in the next years, particularly in the
Southern European countries suffering from high public debt and unemployment, and
lower IoT take-up, the potential IoT market value by 2020 could be €976 billion. This
is 18% lower than in the baseline scenario indicated above.
On the other hand, more positive macroeconomic and IoT market assumptions would
lead to a potential market value of €1,128 billion, only 5% higher than the baseline
scenario.
In short, the potential risks of a pessimistic scenario are higher than the
potential gains of the optimistic one, according to our scenario analysis.
Potential risks, as documented by our research, include the inability of the EU
industry, particularly SMEs, to adopt IoT innovation on a large scale, due to
insufficient investments and organizational barriers to change; concerns about
privacy and data protection; mismanagement of new security risks; lack of standards
and interoperability across fragmented European markets preventing economies of
scale and scope.

Focusing on the most attractive IoT business opportunities may help to avoid
these risks and maximize growth opportunities




Tangible business opportunities for IoT, Cloud and Big Data technologies can be found
across all the “smart environments” identified in this study. By combining the
estimated market size and the expected market growth of these environments,
though, four environments have emerged as those offering the most realistic
opportunities now and/or in the coming five years. These are: Smart Manufacturing,
Smart Homes, Smart Health and, to a lesser extent, Smart Customer Experience.
Each of these smart environments is already producing (or will produce by 2020) a
number of use cases, which are successfully exploiting IoT technologies, or will do so
in the upcoming years.
o In Smart Manufacturing, operations and asset management already
represent fertile ground for IoT solutions and applications; by 2020, they
will be joined by other opportunity-rich use cases such as connected
vehicles, driverless cars and e-call.
o Smart Homes will offer business opportunities in relation to home security,
energy applications (thermostats & HVAC) and household appliances.
o Personal wellness applications and the varied world of wearable devices for
both generic and health-specific purposes constitute the number-one
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opportunity area in Smart Health. They will be accompanied by remote
health monitoring and staff identifications by 2020.
o Smart Customer Experience is and will be driven mainly by retail-oriented
opportunities such as omni-channel operations, digital signage, in-store
digital offers and Near Field Communication (NFC) payment solutions.
On the whole, the number of viable use cases (and their associated business
opportunities) will grow significantly in five years. They will be at least 47 in 2020
(versus 31 in 2014), thus changing the current relatively concentrated picture of
smart environments. Instead of counting on one or two use cases, each environment
will lose in concentration and open up to a broader, and more balanced, set of
opportunities in 2020.

The IoT and Cloud Research and Innovation Strategy
Building on these considerations, we have concluded that there is a need for policy action
in Europe to contribute to R&D investments, stimulate the growth of the stakeholder
community and the development of a strong IoT supply industry, open the way for the
user industry to adopt this disruptive innovation, and create the main framework
conditions needed for the development of the market, including the provision of skills,
the building of trust, the removal of regulatory barriers.
To meet these challenges, we have developed a comprehensive IoT and Cloud
Research and Innovation Strategy for Europe.
In our vision, the EU IoT, Cloud and Big Data ecosystem should evolve so that by 2020:




the adoption of these technologies in Europe is at least equal or more advanced
than the other advanced economies;
the EU industry, including SMEs, plays a relevant role in the development of the
emerging IoT combined ecosystems and their diffusion in Europe and the world;
European business and consumer users, as well as the socio-economic system are
able to reap the benefits from the diffusion of IoT in terms of innovation,
additional growth and improved choice and quality of life.

The specific objectives of the strategy correspond to the main challenges to be met in
order to achieve this overarching goal. As shown in the figure below, the Strategy is
articulated in three main pillars corresponding to clusters of challenges, and related areas
of action, as follows:








Europe needs to invest in the development of technologies for the IoT, Cloud,
and Big Data combination, able to manage complexity, provide scalability, guarantee
usability and preserve privacy by design. We have identified the main research
challenges to be met through the next H2020 work programmes.
Europe must develop the supply ecosystem and bridge the gap between research
and market: we have identified three major innovation challenges to do so,
specifically: building the EU industry competitiveness, improving IoT readiness,
ensuring SMEs capability to enter the market.
Europe must promote and support the take-up of IoT by user industries,
building the critical mass of users needed to encourage the investments needed for
massive adoption. We have identified three main areas of action, specifically:
accelerate adoption leveraging lead markets, the public sector capability and
developing the building blocks of the IoT-driven service economy.
Finally, Europe must create favourable framework conditions for the
development of the IoT ecosystem. We have prioritized the following main areas
of action: Developing the necessary skills, building trust in the emerging IoT
economy, removing the regulatory barriers, and encouraging international
cooperation.
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MAIN CHALLENGES

IoT&Cloud& Big Data Research and Innovation Strategy
Meet the Research
challenges

Meet the Innovation
challenges

Promote and
support take-up

Open Integrated Architectures

Build EU industry
competitiveness

Accelerate adoption
through Lead Markets
and the public sector

End to End Connectivity

Ensure SMEs capability to
enter the market

Adaptive Networks
Security and Privacy by Design

Improve IoT readiness

Semantic Driven Analytics

Develop the IoT-based
Service economy

DESIGN PRINCIPLES
Manage Complexity, Provide Scalability, Guarantee Usability, Preserve Privacy

Develop the necessary skills
Build trust and remove regulatory barriers
Encourage international cooperation

Framework Conditions

Policy Recommendations to the European Commission
To meet the challenges identified above and implement the suggested strategy the EC
should implement the following recommendations.
Strategic Recommendations
Recommendation 1
Raise the priority of IoT research in the H2020 Programme and prioritize the investment
in the development of technologies for the IoT, Cloud, and Big Data combination,
identified as the main priority to meet demand requirements in the period 2016-2018.
Recommendation 2
Increase investments in the IoT and Cloud research and innovation area to support more
innovation and take-up actions and accelerate the market and ecosystem development.
Short-term Recommendations
Recommendation 3
Promote the development of broad-based, open horizontal platforms, in order to
overcome the potential fragmentation of the EU market and to support the development
of a competitive supply industry and a balanced ecosystem.
Recommendation 4
The EC should pay specific attention to the inclusion of innovative SMEs and start-ups in
the research and innovation actions, incentivizing their active participation and making
sure that they can access the necessary technology platforms to develop applications and
services.
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Recommendation 5
The EC should implement Large Scale Pilot (LSPs), or other innovation actions, in the
most relevant emerging IoT markets, prioritizing energy, transport, manufacturing and
public sector emerging markets, possibly within integrated end user domains such as
environmental monitoring, smart cities and smart homes.
According to the main results of our study and the stakeholder consultation the potential
use cases which could be addressed by LSPs could be the following:
 Smart Energy: A LSP should be envisioned to explore new business models
emerging in the utilities sector involving actors from the complete value chain
from energy producers to energy consumers;
 Smart Transport: A LSP should be envisioned to manage seamless traffic control
and passenger traffic flow pilots. Another LPS should be envisioned to cover selfdriving and context aware vehicles and transport sharing projects;
 Smart Manufacturing: A LSP should be envisioned to demonstrate the value of
product based collaboration between manufacturers. Another LSP should be
envisioned to cover production and operations synchronization and asset
management;
 Smart Government (Environment): A LSP should be envisioned to cover pollutant
monitoring techniques across large industrial and small rural cities across Europe;
 Smart Health: A LSP could cover remote health monitoring and care within the
home, as well as tele-health systems and the multiple uses of personal wellness
devices. Given the fragmentation of the market LSPs focused on the whole ehealth value chain could face strong difficulties, even if the results would be very
valuable.
Recommendation 6
The EC should promote the development of e-leadership skills for IoT, by analyzing the
main skills requirements for the current and future adoption of IoT, assessing potential
supply gaps, and collaborating with education and training actors to develop appropriate
curricula.
Recommendation 7
The EC should contribute to the promotion of IoT readiness, by assessing the main
techno-economic and network infrastructure requirements and the potential risks of
digital divide across Europe.
Recommendation 8
The EC should promote IoT take-up and adoption by 1) promoting “leading by example”
small innovation projects focused on proving the business case or developing innovative
business models for the emerging IoT service economy 2) promoting the aggregation of
demand and the use of pre-commercial procurement mechanisms in the public sector.
Medium-long Term Recommendations
In the medium-long term (in 4-5 years) The European Commission should implement the
following recommendations.
Recommendation 9

13

The EC should promote the development of communities of stakeholders in the main
smart environments and/or around the main horizontal platforms, supporting the
networking and interaction between stakeholders, the sharing of good practices, the
development of skills and training activities.
Recommendation 10
The EC should ensure interoperability and security within Europe’s major initiatives
working closely with the Connecting Europe Facility (CEF) programme. It could also
suggest the implementation of IoT based systems and solutions within the other CEF
physical infrastructure projects (for example to insure that bridges renewal is
accompanied with IoT installations for safety).
Recommendation 11
The EC should evaluate the possibility to launch an IoT and Cloud Public-Private
Partnership (PPP) to manage more effectively innovation and take-up actions, and
specifically an Accelerator programme to fund innovative start-ups and SMEs bringing to
market new IoT-based products and services.

Policy Recommendations on Framework Conditions
Recommendation 12
The European Commission should contribute to building trust and confidence in IoT by
making sure that the research and innovation actions take into account psychological,
social and pragmatic issues potentially affecting the trust and confidence of the potential
users in IoT, Cloud, and Big Data solutions and services. It should also promote studies
and ongoing analyses in this area.
Recommendation 13
The EC should help developing the internal single market for IoT services and
applications, by promoting the adoption of open standards and interoperable solutions
across Europe, fostering the cooperation between standard bodies, pointing out relevant
regulatory barriers and suggesting remedial actions.

Recommendations to National Governments
National Governments should:





Contribute to the development and implementation of the R&I Strategy;
Coordinate their national programmes and initiatives with the EU R&I strategy;
Participate to the decision on the launch of a potential IoT and Cloud PPP and to the
design of its specific objectives and scope;
Collaborate with the EC for the harmonization of markets and the removal of
regulatory barriers potentially hindering the IoT ecosystem development.

Recommendations to Large enterprises
To build the EU industry competitiveness large supplier enterprises should:




Increase the overall level of R&D investments for the next five years at least;
Develop global offerings to serve large multinational users, for example to provide
global IoT supply chain management and logistics services;
Engage in the further development of open ecosystems based on the collaboration
between large and small enterprises;
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Contribute actively to initiatives supporting innovative start-ups and high-tech SMEs
(as for example Cisco does), based on mutual interest activities where the start-ups
provide their new ideas and technologies and large enterprises help them in go-tomarket activities, particularly giving them privileged access to their customer base.

15

1. I N T R O D U C T I O N
The emergence of the IoT is a global phenomenon, but there is still much discussion
about the rate of growth, the most attractive market development opportunities, and the
challenges to be met in a wide range of issues, from privacy and security, to the
governance of these complex systems. This is a critical challenge for Europe. On the one
hand, fast adoption and exploitation of IoT-based innovation could improve European
competitiveness and drive much needed economic growth; on the other hand, there is a
risk that the fragmentation of the European markets, the well-known barriers to
disruptive innovation and entrepreneurship in many relevant sectors (such as healthcare)
may slow down diffusion and reduce the European industry in a follower status.
Within this context, the European Commission DG CONNECT entrusted IDC EMEA,
leading market intelligence company specialized in the ICT sectors, and TXT e-solutions
Group, European technology specialist in strategic enterprise solutions, to carry out a
study assessing the main trends of development of IoT and identifying the most effective
potential IoT research and innovation policy strategies for Europe. The ultimate goal is
how to enable the European industry to actively participate in the development of the
emerging IoT and Cloud combined ecosystems and to contribute to their diffusion in the
European and global markets.

1.1.

About this report

The current document is the Final Report of the Study “SMART 2013/0037 Definition of a
research and innovation policy leveraging Cloud Computing and IoT Combination”.
The study addresses the following objectives:
1. Identify the main requirements for European research on Internet of Things, Smart
Spaces and Environments in the scope of Horizon 2020;
2. Develop the main European investment policy options for an entrepreneurship in the
Internet of Things,
3. Identify and assess the main additional opportunities of business development and
creation of new services and products enabled by the combination of IoT and cloud
computing;
4. Analyze the current investment and policy strategies of IoT development in the main
world regions, focusing on the research and innovation areas of mutual benefit where
there is potential for industry led co-operation between the EU and third countries.
This report presents the results of the data collection, secondary and primary research
carried out throughout the study to address all four objectives. The report is based on
extensive desk research, 23 stakeholder interviews with leading opinion makers from the
IoT industry, research & academia and user sector environments, and an ad-hoc forecast
model of the IoT market development to 2020. Expert opinion from the ad-hoc study
workshop have been duly taken into consideration and integrated to the final results of
this study.
Starting from an initial set of research and innovation policy strategies, this report
investigates the conditions enabling the European industry to actively participate in the
development of the emerging IoT and Cloud combined ecosystems. On these premises,
the report sets out a series of recommendations to meet Europe’s IoT-related research &
innovation challenges and support or accelerate IoT adoption across a number of use
cases and lead markets in Europe. It does so by providing an analysis of all four
interrelated objectives of the study. In particular:


The first part of the report provides an overview of Europe’s IoT digital ecosystem,
its current status and anticipates a suggested vision of the same ecosystem in
2020 (Chapters 2 and 3).

16







The second part focuses on the emerging markets and potential business
opportunities associated to the IoT and its combination with Cloud computing and
Big Data technologies. It extends its analysis to the international dimension of IoT
by identifying a possible set of collaboration areas for the European industry with
a selected number of non-European countries. It further investigates the market
dimension and the initial elements of an IoT-Research & Innovation Strategy by
taking into account expert feedback as collected by the study team in the course
of the study workshop (Chapters 4, 5).
The third and last part is devoted to the development of a coherent IoT Research
& Innovation Strategy by identifying the main research- and innovation-related
challenges and suggesting the key investment policy options to achieve a
successful strategy implementation. It further specifies a number of concrete
actions and recommendations for the European Commission and other policy
actors to meet the identified research & innovation challenges and successfully
support market take-up of IoT in Europe over the next few years (Chapters 6
and 7).
The Methodology Annex concludes the report.
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2.THE IOT ECOSYSTEM
This section describes Europe’s current IoT ecosystem in details, it suggests a workable
definition of IoT, identifies the key components and stakeholders categories of its
ecosystem, and outlines the main trends underpinning the European IoT ecosystem
today.

2.1.

Definition and Structure

The starting point of the study is IDC’s definition of the IoT:
"The Internet of Things enables objects sharing information with other objects/members
in the network, recognizing events and changes so to react autonomously in an
appropriate manner. The IoT therefore builds on communication between things
(machines, buildings, cars, animals, etc.) that leads to action and value creation".
This definition corresponds to an emerging digital ecosystem (outlined in the Figure 1
below) characterised by complex interactions between suppliers and users. Much of the
IoT market is based on business-to-business interactions, meaning that ICT vendors
provide IoT technologies and solutions to business users, who leverage them to deliver
services and applications to their customers. Cloud service providers and Big Data
companies also play an increasing role in the IoT ecosystem.
A key feature of the ecosystem is the dynamic interaction between the providers of
horizontal IoT platforms and of vertical solutions/industry specific environments. This
interaction is constantly evolving. Current solutions and implementations tend to have a
strong vertical market component, but in time broad-based, open horizontal platforms
will emerge, especially if Europe will be able to insure open standards and widespread
interoperability. The potential optimal balance between horizontal platforms and vertical
environments is one of the critical issues of the IoT market evolution in the next 10 years.
Figure 1 The IoT ecosystem

Political, Economic, Social, Technical, Environmental, Legal
Learning, experience

Learning, experience
The market

Vendors
Comms Service Providers

Supply

Demand

Suppliers

ESPs

Systems Integrators
Hardware providers

Competition

Software providers

Suppliers

Competition
ESPs

IoT Customer Applications
Consumers (B2C)
Enterprises (B2B) by
vertical e.g. Public Sector,
Energy, Health etc

Cloud service providers
Enablers
Modules, Security, Applications,
R&D, Platforms, Skills, Business
analytics, Professional Services

Stakeholders = Vendors >>> Suppliers>>>ESPs>>>Customers
Source IDC 2014
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The IoT ecosystem as conceived above is populated by a number of different
stakeholders, the main categories of which are outlined below:






Vendors who provide components to the solution suppliers. This label covers a
wide variety of companies in terms of size, vertical specialization, and geographic
reach in addition to the five categories (Commercial service providers, SIs - Systems
Integrators, Hardware, Software, and Cloud Service Providers) noted on the diagram
in the figure above. The range of companies that fit within this category ranges from
the largest global multinationals to small and medium sized enterprises (SMEs)
platforms and single-board controller suppliers.
Suppliers who create IoT solutions and services for other Enterprise
customers. Many of the vendors noted above also build solutions for customers
using their own and other suppliers' components. Examples include Amdocs 1 ,
Telenor 2 , and IBM 3 as well as a range of specialist companies – such as AGT
International, Davra Networks4, and Telemetry Systems Ltd5. These suppliers design,
build, and operate IoT solutions on behalf of their enterprise customers based on the
components supplied by vendors.
Customers/end-users who use the IoT solutions provided by ESPs. There are
examples of users in most sectors who use IoT solutions. For example, the city of
Nice in France is concerned with cutting traffic and so has introduced an application
that tells drivers where vacant parking spaces are available6. This enables drivers to
go straight to vacant bays rather than cruise the city looking for parking spaces. This
particular example is a win-win-win. It is good for the city (less congestion, and fewer
unused parking bays), good for the environment (fewer emissions), and good for
customers (who drive straight to a parking bay).

2.2.

Main Trends

The IoT ecosystem is rapidly evolving and is subject to multiple forces. For the benefit of
clarity, these can be grouped as the technology push and the demand pull.
2.2.1.




The Technology Push

Enhanced connectivity infrastructure. Network developments (such as the
ongoing LTE (Long Term Evolution) and small cell networks deployments, has made
connectivity increasingly ubiquitous, whether through the use of personal area
networks (e.g., 6LowPAN, Bluetooth), wireless local area networks (WiFi), or wide
area networks (cellular), in addition to wired connectivity (xDSL, fiber, etc.). This
ability to connect anything anytime is helping make IoT a reality.
Cloud computing. With access to scalable virtualized resources over the Internet,
cloud computing represents a key contributor to the present and future growth of IoT.
The advantages of cloud over traditional IT in terms of speed to deliver, increased
flexibility and lower costs will certainly prove very attractive to would-be IoT solution

1

Amdocs is a sponsor of the AT&T IoT Foundry in Plano Texas. Source: http://www.engadget.com/2013/09/17/att-openssecond-plano-dallas-foundry-startup-innovation
2
Telenor Connexions is the M2M business of the Norweigian telco. Telenor Connexions has been a leader in the M2M area for
over a decade. http://www.telenorconnexion.com/
3
IBM has been active in the IoT and m2M areas for some years. They offer a range of solutions including platforms,
telemetry and messaging products, and data analysis. http://www-01.ibm.com/software/info/internet-of-things/
4
Davra Networks aim is to provide a complete IoT platform that allows their customers to define, build and bring to market
vertical specific IoT applications. Source: http://www.davranetworks.com/company/about-us
5
Telemetry Systems Ltd provides home care solutions for the elderly in the UK.
http://www.homecare.co.uk/supplier.cfm/id/65432196129
6
The supplier is Cisco. Cisco also provides solutions in Spain (Santander and Barcelona), Netherlands (Amsterdam), Germany
(Hamburg), Sweden (Stockholm), Denmark (Copenhagen) and Norway (Oslo). Source:
http://internetofeverything.cisco.com/sites/default/files/publicsectorimpact/#11
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suppliers and enterprise customers. It is fair to assume that a sizeable proportion of
these solutions will be built, either entirely or in part, in the cloud. Hence, most IoT
solutions will be dependent upon cloud architectures in some way.
Big Data. The increasing number of devices connected to “intelligent systems” that
can share, process, store and analyze data among each other will result in billions of
machines and things being connected to networks and creating even more data. As a
result, machine-enabled data analytics and smart data management techniques will
have to be deployed to derive meaningful insight from the immense volume of data.
The increasing role of smart devices. The increase in connected devices (driven
in-part by a sensible price decline in MEMS – micro electromechanical systems –
sensors and actuators) is finding more and more fertile ground at industry-specific
levels. Sensors and actuators are being embedded in engineered equipment that are
deployed in several vertical sectors such as manufacturing (connection and
management of operating equipment, smart vehicles), energy (smart grids) and the
public sector ( water treatment plants, traffic signalling systems, smart cities, etc…).
Horizontal Platforms. IoT solutions tend to develop by industry vertical to follow
industry-specific use cases. However, service providers will need to avoid managing
multiple platforms for each sector if they are to realise scale economies. So horizontal
platforms enabling core service elements across vertical silos will be essential to
facilitate IoT solutions to operate and achieve the low price points necessary to foster
adoption.
2.2.2.

The Demand Pull

The IoT ecosystem is not just technology-push; demand-side pull forces are also in play
too.










Demographic trends. An ageing population in Europe and in the Western World,
coupled with continuing cost pressure on in-hospital care, drives the need for more
efficient healthcare systems - IoT solutions such as remote monitoring, telemedicine
practices, self-diagnosing kiosks in pharmacies and other mobile healthcare
applications have therefore emerged to meet this demand.
Environmental consciousness. The developed world is also witnessing a growing
culture of eco-consciousness, which is supported by a large number of businesses,
governments and national and multi-national organizations willing to take action to
reduce waste or end-user consumption. This has a positive impact on the IoT
ecosystem as appropriate IoT applications can yield results in terms of energy cost
saving such as the minimization of power costs, carbon output and hazardous waste.
Public Sector driving role. The public sector as a whole is playing a major role in
the IoT market around smart cities initiatives, public transportation and transport,
tourism, public safety, and military programmes. As connected objects can provide
real-time updates, they can help monitor the status or behaviour of people and
assets to make better and timelier public management decisions. The public sector
also exerts a considerable influence on the overall IoT ecosystem by providing
continuous stimulus, financial resources and raising awareness around IoT current
and future applications.
Business demand. The demand for IoT solutions seems to be coming from all
industry verticals. IoT offers the potential to both increase efficiency (through the
automation of support to remote equipment, for example) and create new business
opportunities (by capturing data that was previously lost or unavailable).
Consumers demand. IoT also opens up the potential for businesses to develop new
relationships with consumers. For example, there is much in the media about
connected cars. Part of the rationale behind this from the motor manufacturers is the
wish for a relationship with drivers beyond the sale and annual servicing of the
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vehicle. This is a B2C (Business to Consumer) play. Other examples include Nike
running shoes and white goods (refrigerators etc.). As patients receiving healthcare
through an IoT solution, or consuming a public service (such as being directed to a
free parking space), we are acting as consumers too.
2.2.3.

The IoT Ecosystem: Wrapping it All Up

This short outline of the present IoT ecosystem has highlighted a few key distinct
features that need to be considered when projecting the IoT ecosystem’s vision over the
next few years.










The IoT ecosystem may still be in a nascent state but is constantly changing,
rapidly evolving and already solidly established both in Europe and in the
developed World.
Because of its constant evolution, the stakeholders’ categories identified above
are not discrete, rather they overlap significantly. Thus the IoT market is, from the
outset, a highly competitive and complex one with some actors playing multiple roles.
Partners are essential to smooth operations within the IoT market. Not one
supplier can provide everything in the IoT stack, so partnerships with like-minded
companies who can complement each-other are essential. Hence we see the
formation of formal alliances (such as the M2M alliance 7 that comprises CSPs,
Hardware, and Software companies) in addition to ad-hoc group pings around
individual deals to deliver solutions to companies.
The growing number of industry-specific IoT use cases and concrete applications is
clearly contributing to put industry sectors at the core of the IoT ecosystem today.
However, the horizontal dimension remains central as IoT suppliers develop
horizontal platforms that enable core service elements to be managed across vertical
silos.
The IoT ecosystem is therefore still predominantly supply-driven but powerful
demand forces, led by socio-demographic trends, government initiatives and the
expanding consumer market, are rapidly gaining momentum and driving the
development of the IoT towards a more user-oriented perspective.

2.3.

An overview of IoT initiatives by main world countries

As part of this study, we have carried out a comparative assessment of the state of IoT
adoption and development initiatives in the world, with a specific focus on the US, China,
Brazil, India, Japan and South Korea. We have focused on the following parameters:






Overview of the IoT market including current levels of adoption;
Government policies & public investments (including current projects/initiatives);
Main players and stakeholders;
Future trends of development (through to 2020) and future growth expectations;
Opportunities for research and development partnerships with the EU.

Detailed profiles of the information collected on these countries are available in the
background reports of this study: here we present a summary assessment.
The way IoT (and its combination with Cloud and Big Data) is concretely evolving around
the world is extremely varied: some countries have fully embraced the IoT concept,
while others are still in the very early stages of doing so.
Globally, an assessment of the current state of adoption of IoT at a country level
highlights an interesting mixture of projects across multiple industries and market
7

There are a number of M2M alliances. Examples include The Global M2M Association and the M2M Alliance. The same is true
for IoT – the Internet of Things Council, The Internet of Things Consortium, and Internet of Things World Forum.
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segments. Certain countries, such as China, view IoT as a market opportunity and are
developing science parks around the topic of M2M technologies in tier-2 cities like Wuxi
to try to pioneer the launch of a new generation of higher end manufacturing technology
components. Others, like Japan, South Korea and the US aim at bringing the various
technologies together, focusing on the development of ecosystems and services based on
IoT-based vertical applications. However, a comparative assessment of each country
level of engagement in IoT is possible and is presented in the summary figure below.
Figure 2 Comparative Assessment of IoT strategies in the main world countries

Source: IDC, 2014
Note, the levels indicated in this chart (i.e. High, medium and Low) are relative to each other and are based on qualitative
information from the country profiles provided. These levels are designed to help the European Commission assess relative
country maturity, level of government policies, projects and investments to prioritize future work in terms of the creation of
potential future partnership opportunities.

The level of interest and adoption is generally high, but more so in mature markets (i.e.
US, Japan and Korea), while less so (relatively speaking) in India and Brazil. This is
understandable, since IoT is a sophisticated technology, in most cases deployed together
with other advanced IT services such as Cloud and Big Data. The exception is China,
which is classified as an emerging economy, but with a high level of adoption and
interest driven by a national IoT investment policy driven by the central government. For
Brazil and India, the government investment and policies are relatively low (in line with
the lower levels of adoption and interest).
The fact that the level of government involvement in the US is low is reflection of the fact
that compared to Europe, the United States is notably light on federal, state, and local
mandates as well as purely government/public-funded trials, even though public research
investments in R&D are notoriously high. To date, the US is best characterized as having
an established culture of business choice, reference guidelines, best practices and
general guidance for IoT.
By contrast, both Korea and Japan have chosen a top-down approach promoting IoT
adoption. For example, the South Korean Ministry of Science, ICT, and Future Planning
was given a mandate to drive IoT adoption as a priority.
IDC has also assessed the weight of domestic players in the local IoT market and
industry. It is probably not a surprise to notice that national actors play a strong role in
the US and Japan, have some presence in India, China and Korea and are relatively weak
presence only in Brazil. The presence of a strong national IoT industry is positively
correlated with the government engagement and public investments in China, Korea and
Japan. Both in India and in the US the national industry does well despite relatively low
government intervention.
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2.4.

Potential for international collaborations

IDC has analysed the potential areas of collaboration in the IoT field between these
countries and the EU. They are highlighted here:
 With the US, the energy vertical would be a recommended area of cooperation, given
the focus on Smart grids in both world regions. The development of common
standards in conjunction with NIST would be positive for the market growth.
 In China, there are several areas of potential cooperation for technology development,
but the most relevant could be around sensors and network connectivity.
 Given India's strong IT services positioning, a recommendation for collaboration could
focus on the development of interoperable standards.
 In South Korea, the EC could explore potential agreements with the Ministry of
Science, ICT, and Future Planning which has the primary responsibility for the
national IoT strategy.
 Japan shares the same EU demographic problems with the ageing society (consider
for example the Japanese Super Platinum Society plan to apply ICT to ageing social
challenges). A potential area of collaboration could be on the implementation of IoT in
the healthcare sector, with specific reference to home care and services for the
elderly population.
These are only potential options which would need to be evaluated more in-depth to
define specific action. However, the IoT is a global phenomenon and it would be
advantageous for the EU to develop international collaborations in this field, as suggested
in our Research & Innovation strategy (see §6.6.2).
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3. T H E V I S I O N O F I O T I N 2 0 2 0
In this section we consider how the IoT ecosystem (in combination with Cloud and Big
Data) will look like in 2020, the steps that will need to have been taken to fulfil this
vision and the impacts that the ecosystem’s transformation throughout the period.

3.1 IoT Vision: The next “Big Thing” in ICT
In 2020 we expect the market will have developed so far and so fast that IoT will clearly
be the “next big thing” in ICT. This will have heralded the arrival of the much-discussed
hyper-connected society where penetration of smart phones, tablets, and phablets will be
near universal, thereby enabling citizens and workers to access a range of applications
and complete a wide variety of actions that are today not possible in all areas. Enabling
this will be a wide range of things connected to networks with sensors that allow data to
be collected and analyzed, insight to be gained, and action initiated either in conjunction
with people or autonomously.
A sophisticated industry ecosystem consisting of vendors (providing components),
suppliers (creating solutions), service providers, and enterprise users in all sectors of the
economy will have emerged that will be measured in billions of Euro in Europe alone, and
that will extend across the world too. Cloud computing and Big Data/analytics will be
central elements of, and key contributors to, enabling the growth of the European and
worldwide IoT ecosystems.






First of all, the centrality of IoT in the upcoming years is corroborated by the sheer
number of connections that are expected to be in place by 2020: as specified in the
following paragraphs, IDC expects IoT connections across the EU 28 to exceed 6
billion units and generate revenues for IoT stakeholders for more than 1.81 billion
Euro in the same geographies and at the same point in time.
Secondly, the IoT ecosystem will have grown to encompass not only the traditional
supply-side actors but also a rising number of businesses and organizations serving
and using the IoT. This will happen because the usual vertical and horizontal relations
between the European businesses will become more and more blurred and SMEs and
innovative start-ups will be an established part of the ecosystem, alongside the
typical large players.
Thirdly, the hyper-connected society will be an established reality by 2020, as most
of the “things” that can be connected, will be by then. In fact, we assume that the
remaining connectivity issues presently affecting some EU regions, will have been
overcome by 2020 and millions of people and networked devices will underpin
Europe’s society and economy, as well as its citizens’ lives.
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Figure 3 The Vision of IoT in 2020

Source: IDC 2014
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3.2 Europe’s IoT Market: a Burgeoning Trend
To address the quantitative part of Europe’s IoT Vision in 2020 (the upper part of the
infographic in Figure 3), IDC forecasted the number of IoT connections and the revenue
generated thereof for the period 2013-2020. IDC considered two major revenue
categories - IoT system shipment revenue (recognized in the year the unit was first
connected) and the IoT stack revenue per installed device, inclusive of connectivity
services, infrastructure, purpose-built IoT platforms, applications, security, analytics, and
professional services.
For the purposes of this study, this data has been modelled to derive IoT forecast
revenues for the 2013-2020 period for all 28 EU member states as a subset of the
combined IDC's Western and Eastern European regional data. To provide a dynamic
element to this quantitative analysis, the paragraphs below present a “baseline scenario”
based on IDC’s latest and most accredited IoT market revenue size and forecast, as well
as two “alternative scenarios” taking into account a possible different evolution of macroeconomic, technological, political and market factors underpinning the current growth of
the IoT market in Europe.
3.2.1

The Baseline scenario

The key results from the IDC model show a baseline scenario with the following
characteristics:
 The number of IoT connections within the EU28 will increase from
approximately 1.8 billion in 2013 (the base year) to almost 6 billion in 2020
(see Figure 2). The main driver behind this is the increased connectivity within
consumer goods (such as TVs, fridges etc.) combined with the widespread deployment
of sensors (in manufacturing plant, bus shelters, attached to livestock, heartbeat
monitors, remote medical devices). As a consequence of more things becoming
connected, the installed base is expected to increase at a Compound Average Growth
Rate (CAGR) of 18.7% over the period.
What is driving this increase is the mix of demand-pull and technology-push forces that
we outlined in the previous paragraph. Businesses (and to a lesser extent consumers)
are keen to adopt new ways of working to increase efficiency, innovate, and create new
value-add opportunities. For example, the cities of Barcelona, Nice, and Copenhagen all
see they can manage their affairs in a smarter way. On the supply-side the use of ICT to
create new markets is well understood – IoT is the latest manifestation of this (albeit a
very big one). Hence we see Cisco, Intel, Ericsson, and Alcatel-Lucent all active in
promoting the concept and (of course) their capabilities. But it is not just the big
multinationals – many SMEs are also active in creating and building the emerging IoT
market too.
 IoT revenues in the EU28 will increase from more than €307 billion in 2013 to
more than €1,181 billion in 2020 (see Figure 4). As the installed base increases so
revenues follow suit, albeit with a slight time lag. Revenues will come from the
complete lifecycle of an IoT solution as they would do from any ICT deployment (i.e.
Plan, Build, Operate, and Maintain) although the mix will change across time. Hence
we expect to see a greater weighting towards professional services and design as part
of planning and or building IoT solutions in the early years of the forecast period. Later
service revenues in the Operate and Maintain categories are expected to dominate.
Early in the 2013-2020 period the increase in the installed base is more pronounced than
the increase in revenue. This is explained (in-part) because connectivity is the first stage
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in the journey towards an IoT world with application/solution service revenues becoming
more prominent later in the period. It is also fair to say that many early deployments will
be relatively simple (e.g. checking a connected device is still functioning) – later in the
period we expect more sophisticated cases to become the norm. As a consequence, after
2016, revenues increase at a faster rate than connections. Over the whole period we
forecast the CAGR across the EU28 will be 21.2%.
Figure 4 IoT Installed Base and Revenues in EU 28 2013-2018
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3.2.2

Alternative scenarios: risks and opportunities

Since this is a nascent market, it is important to consider the main factors of change
which may drive the growth of IoT in the next years towards different outcomes
compared to the baseline scenario described above, which IDC considers most likely.
To develop alternative scenarios, we have revised the main assumptions behind our
forecast. Overall, our model is underpinned by 22 assumptions/ key relevant factors
which can be clustered into four main areas: macro-economic, technology developments,
regional influencers, and ICT market trends. Each assumption was rated on whether it
had a High/Medium/Low impact upon the development of IoT, as shown in the Table 1.
Table 1 Forecast scenarios: main assumptions and driving factors
Cluster

Macroeconomic

Assumption

Impact
on IoT

Importance
Ranking

The economy. The economy has been sluggish in 2013
and 2014 (as measured by GDP growth).

High

1

Fiscal stimulus packages from central government.
The ECB has (so far) resisted the QE (Quantitative
Easing) used successfully in the US and UK to revive
their economies.

Medium

Crisis duration/response. Unexpected crises (such as
the banking collapse, the euro crisis) and how
governments and economies respond influence
confidence in the broader economy

Medium
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Cluster

Technology
/service
developments

Regional
influencers

Assumption

Impact
on IoT

Oil prices. High oil prices have (in the past) dampened
economic growth. Volatility in Iraq and Libya,
deteriorating relations with Russia may lead to increased
oil prices

Medium

Policy. In the EU this is a big issue at the moment: what
should the policy be to restore growth back to the euro
zone

Low

Profits. Profitable companies are generally more likely
to invest in ICT than unprofitable ones. Corporate profits
have been stable in recent years.

Medium

Inflation. Managing inflation has been at the heart of
ECB (and other central banks) for years.

Medium

Exchange rates. Big moves in exchange rates in either
direction create stresses within an economy.

Medium

Vertical Industries. The main drag on ICT spending
has been the constrained public sector and government
austerity measures.

High

Wild cards (civil wars in the middle east, worsening of
the Ukraine crisis, etc.)

Medium

Embedded computing. The proliferation of client
devices and end-use devices at the network edge e.g.
sensors, connected cars, building automation systems,
livestock, thermostats, medical electronics, industrial
machinery, smart meters etc.

High

Green IT. A basket of technologies and practices
designed to minimize power costs, carbon output,
hazardous waste etc.

High

Importance
Ranking

2

Cloud computing. The provision of shared computing
capability (hardware, software, storage, compute) from
remote locations over the internet

Medium

Internet users. Billions of people are connecting to the
internet with more and more devices. The expectation is
this will continue and more and more things will be
connected to the internet too, so the number of internet
users will rise

High

3

Government support. Monetary support and/or
government-funded research is taking place in many
countries around the world. The opportunity is there for
targeted investment to foster the IoT ecosystem within
the EU

High

4

Standardization efforts. Tangible progress and
outputs from the various IoT standards initiatives and
bodies

High

Eco-consciousness and regulation. Some
governments and businesses have initiated action
designed to minimises greenhouse gas emissions and
optimise power usage

Low
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Cluster

Market
characteristics

Assumption

Impact
on IoT

Hardware. Capital spending on hardware by enterprises
typically accounts for 40% of total IT spend. Although
weak in 2013 it is believed there is a certain level of
pent-up demand waiting to be released

High

Software. Software spend has rebounded strongly and
was running ahead of expectations in 2013. This is
expected to continue.

High

Services. Services markets have been steady, but as
the penetration of cloud continues so the concept of
consumption “as-a-service" is taking hold. This is
important as cloud enabled solutions will be far more
prevalent in the IoT arena.

High

Telecoms. Connectivity is a core component of IoT without it, it won't happen. For CSPs the opportunity is
to provide more than just the connectivity

High

Data explosion. More users connecting to more devices
connecting to more systems that connect, share,
analyse, store and initiate action amongst each other
(Big Data)

High

Importance
Ranking

Source IDC 2014

The above can be reduced to four key assumptions, ranked 1 to 4 by their importance in
affecting the IoT market at present and over the next few years. These four key
assumptions are:
 The economy. The state of the economy (as measured by GDP growth) is a key
determinant in ICT spending and investment in new technologies and approaches such
as IoT. Hence if the economic outlook is better or worse than anticipated then this will
have a high impact on the IoT market and so our forecasts;
 Embedded computing/ICT. IDC believes the number of devices or "things"
connected to networks will proliferate at 5-10 times the rate of personal computer
installed. We also believe that we are on the cusp of things (TVs, cars, livestock,
machinery etc.) being connected because they can on the basis that the full benefit
from this will become apparent in the future. In short, embedded computing is
expected to "go viral";
 Internet usage. We know that the number of people still to connect to the internet is
finite, but the number of devices we use to connect to the internet is proliferating and
is likely to continue as smartphone penetration continues to rise. We also use the
internet for more than browsing, commerce, and communicating as increasingly it is
used to entertain and interact with our social networks. And that is just people. Add in
things and internet usage will explode;
 Regional growth influencers/Government support. There are differences
between regions across the worlds and between countries in terms of ICT penetration,
economic development, and government support for ICT in general and IoT in
particular. So regional influencers are highly relevant. Within the EU we believe
government action and support for standardization will have a positive impact on the
development of IoT within the EU.
In addition to the four key assumptions outlined above, we have also considered the
dynamics of member states, and their economic performance, in order to craft our
alternative scenarios.
In our base case, we have assumed that all member states will return to modest
economic growth (1.7% annually on average) by 2020. For the alternative scenarios, we
suppose that some countries will benefit from higher levels of growth and will grow more
rapidly than in the base case scenarios and that other countries will perform worse than
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in the base case scenario, both in terms of percentage of growth and in terms of speed of
growth. Based on IDC analysts’ evaluation, we have therefore grouped the member
states into four main clusters:
1) Cluster 1: Fast growth countries (Denmark, Finland, Germany, Sweden, UK);
2) Cluster 2: Good growth countries (Belgium, Ireland, France, Luxemburg, Netherlands,
Poland);
3) Cluster 3: Low growth countries (Austria, Czech Republic, Italy); and
4) Cluster 4: Very Low growth countries (Portugal, Spain, Bulgaria, Croatia, Estonia,
Hungary, Latvia, Lithuania, Romania, Slovakia, Slovenia, Greece, Malta, and Cyprus).
A brief outline of each of the scenarios is the following:
 Optimistic scenario (Option 1): a more positive EU28 case. An upside case
would be created if the EU economy picks up more strongly than expected, embedded
computing and Internet users grow at a faster rate than anticipated, and regional
influencers have a more positive effect from 2016 onwards (once EU policies came
into effect). The drivers for this upside could be varied. For example, an upside
outlook on the regional influencers could be the result of the creation of a single and
consistent European market for IoT sooner rather than later, or the completion of the
standardization work and the more rapid adoption of these standards. In summary all
four most important criteria (the economy, embedded computing, Internet users, and
regional drivers) influence more positively the IoT market growth.
In this optimistic scenario, the member states belonging to Cluster 1 (Fast growth
countries) and Cluster 2 (Good growth countries) will outpace the remaining member
states grouped under the low growth and the very low growth countries’ clusters. In
other words, the combined impact of all the four clusters on the whole of the EU
economy will be positive and will produce a general economic growth higher than
1.7% annually (as in the baseline scenario).
 Pessimistic scenario (Option 2): a more negative EU28 case. Conversely, we
could envisage a pessimistic scenario in which the EU economy continues to stagnate
and regional influencers do not exert a meaningful effect due to a less successful
implementation of EU policies. Even by leaving all other factors unchanged (i.e.
embedded computing will persist to exercise a positive influence because of the
growing number of connected “things”; Internet usage will continue to grow because
of the proliferation of connecting devices), the lack of economic recovery, coupled with
tepid Government support, could lead to a much negative picture for the development
of the European IoT market with IoT revenues down of approximately 18% by 2020
with respect to the baseline scenario and of almost 24% by 2020 if compared with the
optimistic scenario (see Figure 5 below).
As opposite to what indicated under the optimistic scenario, in the pessimistic scenario
the influence of low growth countries (Cluster 3) and very low growth countries (Cluster
4) will be stronger than the influence of Cluster 1 and Cluster 2 countries, thus producing
an economic growth, which will be lower than the (modest) 1.7% assumed under the
baseline scenario.
The combined variation of the four assumptions, together with the member states’
dynamic, leads us to the following alternative scenarios, as shown in Figure 5 below.
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Figure 5 Alternative forecast scenarios

Source: IDC 2014

3.2.3

IoT forecast development by country

According to our baseline scenario, strong IoT growth is expected in both the installed
base and revenues across all EU member states. Although all countries in the EU will
participate to the IoT revolution, those member states that have traditionally invested
more in ICT are expected to gain from the IoT revolution earlier than those that do not
invest in ICT. As a consequence these countries (UK, Germany, and France) are forecast
to take over half the IoT revenues in the EU, with the top 6 (the above plus Spain, Italy,
and Netherlands) over 75%.
The highest growth rate is anticipated to happen in Sweden at 24.2% CAGR (because of
advanced connectivity networks). Note that this does not mean that those member
states where investment in ICT is low will permanently lose out. IoT will incur in all EU
countries although in some the impact will be less than in others and probably later in
the economic cycle. See the table 2 and figure 6 below.
Table 2 IoT Market Size and Forecast: Baseline Scenario by Country (€ Million)
€ millions
Belgium

2014

2020

€ 9 353

€ 28 328

Germany

€ 71 114

€ 243 642

Spain

€ 24 500

€ 65 570

France

€ 55 444

€ 185 086

Italy

€ 32 087

€ 97 927

Netherlands

€ 18 584

€ 57 922

€ 9 017

€ 26 494

Poland
Sweden

€ 13 436

€ 50 199

UK

€ 78 678

€ 269 283

The rest

€ 53 778

€ 157 152

€ 365 992

€ 1 181 603

Total
Source: IDC 2014
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Figure 6 IoT Market Size and Forecast: Baseline Scenario by Country (2020; %)
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Source: IDC 2014

The fact that strong IoT growth (both in terms of revenues and installed base) is
expected across the whole of the EU is substantiated by supplementary desk research
looking at the principal IoT initiatives at member state level. The table below offer a nonexhaustive list of the main IoT initiatives currently in place in a selected number of EU
member states.

Table 3 Examples of IoT initiatives in selected EU countries in 2014
Country

Example IoT initiatives

Actors

InfinIT

Ministry of Infrastructure and Environment,
local districts, universities, and IBM

IoT Forum

Alexandra Instituttet A/S, Aarhus Denmark

IoT Strategic Research Agenda

Finnish Strategic Centre for Science,
Technology and Innovation SHOK

National IoT Program 2012-2015

National Government

Ubicom 2007-2013 - Embedded ICT
programme

Tekes (Finnish Funding Agency for
Innovation)

Spearhead Programme 2013-2016

VTT Technical Research Centre of Finland

China-Finland ICT Alliance

Chinese Ministry of Science and
Technology, Finnish Ministry of
Employment and the Economy

Spearhead Program 2013-2016

VTT Technical Research Centre of Finland

Nouvelle France Industrielle

Ministère du Redressement productif Ministry of Industrial Renewal

FIT (Future Internet of Things)

Ministry of Higher Education and

Denmark

Finland

France
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Country

Example IoT initiatives

Actors
Research's "Équipements d'Excellence"
(Equipex) Research Grant Programme

Linky - Smart Meter System

Ministry for Ecology

ICT Strategy - Digital Germany 2015

Federal Government (Federal Ministry of
Economics and Technology)

Hightech-Strategie - Industrie 4.0

Federal Government (Federal Ministry of
Economics and Technology)

Greece

Thessaloniki's Intelligent Urban Mobility
Management System

Region of Central Macedonia, Hellenic
Institute of Transport, Municipality of
Thessaloniki, Thessaloniki's Integrated
Transport Authority

Ireland

Dublin’s Intelligent City Pilot

Intel Labs Europe, Dublin City Council

Third annual Action Plan for Jobs 2014

National Government, Industrial
Development Agency

IMAR - Intelligent Mechatronics and RFID

IMAR Intelligent Mechatronics and RFID

Regional funding for industrial R&D of
innovative embedded application
deploying Internet of Things

Regione Piemonte

Digital Delta project

Ministry of Infrastructure and Environment,
local districts, universities, and IBM

Internet of Everything, Paving the Way for
a More Connected City

Cisco, Municipality of Amsterdam

IoT Agenda

National Centre for Research and
Development

Smart Homes Initiative

Polkomtel Sp. z o.o.

M2M City

Orange Polska S.A.

PlanIT Valley

Living PlanIT SA

Barcelona Smart City

City of Barcelona

Smart Water Project

City of Valencia

Large-scale real-world experimental facility
for smart city

Smart Sanander Consortium coordinated
by Telefonica I+D

Strategic Innovation Agenda of the
Internet of Things

Vinnova Innovation Agency

e-Infrastructure for the Railroad Sector

Swedish Rail Administration (Banverket)

Government’s funding to stimulate
innovation by UK businesses in IoT

National Government, Technology
Strategy Board

DISTANCE project

Technology Strategy Board (IoT
Convergence Programme)

Germany

Ireland

Italy

Netherlands

Poland

Portugal

Spain

Sweden

UK
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Country

Example IoT initiatives
Internet of Things’ Demonstrator

Actors
London City Airport; Technology Strategy
Board

Source: IDC and TXT, 2014

From the evidence collected above, it is possible to draft a first plot of where member
states sit in terms of their IoT capabilities (as defined by the four key criteria noted
above - the economy, embedded computing/ICT, Internet usage, and regional growth
influencers/Government support) and in terms of their identifiable IoT initiatives/
solutions being deployed. See Table 4 below.

Table 4 Member States and IoT capabilities
Capabilities
Followers

Leaders

Leaders

Finland, France, Spain, Portugal

Germany, Netherlands, Sweden, UK

Followers

Bulgaria, Croatia, Cyprus, Czech
Republic, Greece, Hungary, Ireland,
Latvia, Malta, Lithuania, Romania,
Slovakia, Slovenia

Austria, Belgium, Denmark, Italy,
Luxemburg, Poland.

Initiatives

Source: IDC 2014
Note: Being a "Follower" is not a "bad" place to be, and brings the advantage that lessons can be learnt from the experience of
others. The aim for Follower member states is to move towards being Leaders through action.

Interestingly, countries like Germany, the Netherlands, Sweden or the UK appear to be
full IoT leaders as they score well in IoT capabilities and appear to deploy successful IoT
initiatives. On the other hand, countries like Finland, France, Spain and Portugal are very
active when it comes to launch effective IoT initiatives but may have less developed
capabilities when it comes to the necessary infrastructure, know-how and connectivity,
for example. Other countries may well have the necessary IoT capabilities but still have
insufficient national initiatives to support a rapid deployment of IoT: this is the case of
countries like Austria, Belgium, Denmark, Italy, Luxembourg and Poland. Finally, a
substantial number of countries (mainly small and medium-sized member states that
joined the EU in the course of the 2004 or the 2007 enlargements– except Ireland)
present a still relatively low number of national IoT initiatives, as well as weak IoT
capabilities – needless to say that policy intervention, for these “followers” should be
more timely and more radical.
3.2.4

IoT forecast development by vertical market

Research for this project validates IDC’s other research that in the case of IoT, industry
verticals are where most of the action is. Evidence for this abounds – connected cars
(automotive/manufacturing), smart meters/grids (energy/utilities), and healthcare are
probably the best known with many examples of vertical IoT solutions either in
development or deployment. As a consequence IoT ecosystems are evolving along
vertical sector lines.
IoT will impact all vertical sectors, and take up in Manufacturing, Finance and the Utilities
sectors will grow faster than the EU average. All vertical sectors in the economy will
participate the IoT revolution, but again those that have traditionally invested more in
ICT are expected to enjoy more of the revenues and sooner than those that have not.
This greater and lesser propensity to invest in ICT is factored into our forecasts.
Manufacturing will also represent the biggest IoT market in 2020, followed by the Finance
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sector and the Public Sector (Local & Central Government, Education & Health). See table
and figure below.
Table 5 IoT Market Size and Forecast: Baseline Scenario by Vertical Market (€ Million)
Country

2014

Agriculture, construction, and mining

2020

€ 7 311

€ 23 193

Business services

€ 28 334

€ 90 218

Communications

€ 37 388

€ 119 975

Education & Health

€ 22 060

€ 66 925

Finance

€ 73 709

€ 242 222

Local & Central Government

€ 49 742

€ 153 707

Manufacturing

€ 87 805

€ 286 539

Retail & Wholesale

€ 38 024

€ 124 412

€ 8 659

€ 27 728

€ 10 630

€ 39 668

Transport
Utilities
Others
Total

€ 2 330

€ 7 017

€ 365 992

€ 1 181 603

Source: IDC 2014

Figure 7 IoT Market Size and Forecast: Baseline Scenario by Vertical Market (2020; %)
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Just as in the country analysis above, we have built in to our forecasts that some
industry verticals have a greater propensity to invest in IoT than others. Potentially we
could split the industry verticals into three categories of High (adoption of IoT), Medium,
and Low to add another scenario option. However, as research for this project has
shown, interest in and growth in IoT is happening in all sectors. It is also clear from this
project – and other IDC research - that there is a lack of unanimity of agreement on
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which sectors will benefit the most from IoT. For example, there is also a view that
sectors where ICT investment has historically played a relatively minor role (e.g.
Agriculture) will have most to gain from IoT and so growth will be more rapid than in the
"usual suspects". In short, it is probably too early to say at this point which verticals will
lead on IoT although this is an area that IDC is researching at this moment. Our
expectation is that the future will be subtlety different from the past, and so the mix
illustrated in Figure 7 above will change across time.
3.2.5

Horizontal platforms vs. vertical solutions

Whilst solutions will be vertically orientated (e.g. to address healthcare needs), IoT
solution suppliers will not want to have to manage multiple platforms for each sector silo
because to do so will be uneconomic. As a result, horizontal platforms enabling core
service elements to be managed across verticals and companies (such as Jasper
Wireless, Akamai, Amdocs, Carriots and Microsoft) have developed capabilities to meet
this requirement. In short, horizontal platforms are an essential complement to the
vertical solution to make IoT a sound business proposition.
So what do we mean by horizontals? We mean the platforms that will comprise the
hardware (including compute and storage), software (including database software,
software to manage the hardware, application software to undertake the analytics create
the insight and implement decisions), communications (to/from the network edge
devices, to/from the cloud or third party, to/from the enterprise itself and any ESP),
management (of the above and of intelligent and/or embedded systems), and
orchestration (to optimize). By definition horizontal platforms will reach across multiple
companies within one industry sector and most likely across multiple vertical sectors too.
What horizontal platforms comprise is summarized in Figure below.
Figure 8 The IoT market by Vertical solutions and Horizontal platforms
Automotive
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Energy

Transport & Logistics
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Utilities

Central Government
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Industry
Solutions
…..
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Platforms to
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efficiency
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Source: IDC 2014

In general terms, the evolution of the Internet of Things will require us to rethink the
horizontal platform/vertical solution segmentation that has traditionally been applied to
technology supported market segments. Initially, many IoT solutions and use-cases will
have a strong vertical market component (industry focus) – not surprising when there is
little in the way of a broad-based, horizontal platform available on which to build crossindustry applications. However, as open, horizontal platforms become more mature and
usable, they will become they become the lowest common denominator in an
increasingly cross-connected universe of “smart environments”. Furthermore, broadbased, open horizontal platforms with reliable functionality, will foster and support
innovation by reducing the impact of the twin obstacles of interconnectivity and
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interoperability. The result will be an industry view that is less siloed by vertical market
or industry segment and more oriented towards a “smart environment” view of the
market.
Even without the availability of a ubiquitous horizontal platform, this greying of
traditional industry boundaries is already becoming apparent in certain areas. An
example of this is the Healthcare sector where standard primary/secondary/tertiary
healthcare is being increasingly complemented by higher levels of community/home care.
The application of IoT concepts to home-based healthcare brings together a range of
“smart” solutions including traditional (tele)-medicine, Smart Homes (Domotics), Smart
Buildings (Environmental Control, Security), Wearables (Medical/Fitness Devices,
Clothing), Assisted Living and Robotics to name a few. This cross-industry mixing of
solutions will be accelerated by the emergence of true horizontal platforms and as
outlined earlier, will require us to re-examine our traditional market segmentation.
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4. E M E R G I N G M A R K E T S A N D B U S I N E S S
OPPORTUNITIES

4.1 From Traditional Industry Markets to “Smart
Environments”
Traditional industry boundaries are becoming rapidly unfitting to effectively identify and
delimit those markets where more viable and timely opportunities from IoT, Cloud and
Big Data are beginning to arise. In order to measure the potential of IoT in terms of
business opportunities, we therefore need a different approach: rather than starting from
the traditional vertical segmentation, we should first identify the real-life use cases
involving IoT, Cloud and Big Data. The review of these use cases will point us towards a
set of newly defined IoT markets and their associated business opportunities, which
constitute the main reference as to where policy makers and IoT ecosystem’s
stakeholders should turn to, and enable the European industry to reap the benefits of
combined IoT and Cloud ecosystems.
4.1.1

Choosing the Main IoT Use Cases: Selection Criteria

To identify the most suitable IoT, Cloud and Big Data use cases, we have considered
three fundamental characteristics that, in our opinion, should be present in order to turn
a simple “use case” into a proper business opportunity.


First, we believe that a use case should combine hyper-connectivity with an element
of real-time analytics (derived from Big Data), and be, to a varying extent, supported
or enabled by the cloud environment;



Secondly, a use case should generate new ways of creating, delivering and capturing
value, both from an economic perspective (i.e. they allow for new business models),
as well as in a broader social or cultural context;



Thirdly, the use case under consideration should produce high benefits for companies,
users/customers and the society as a whole.

The concept of hyper-connectivity is closely interwoven with the idea of ubiquitous and
pervasive computing where a myriad of sensors, actuators, displays and other
technologies are embedded in the everyday objects of our lives, and connected
seamlessly with each other through a continuous network. In our view, use cases will
heavily tap into advanced and uninterrupted networking capabilities (supported/extended
by other technologies such as cloud and big data) to generate viable business
opportunities.
As for the value generated by the use cases, we have not considered this value to be
exclusively economic in nature, but we have extended our concept to a wider societal
and cultural dimension. For example, while many IoT applications may alter the way
revenues and profits are made (this is the case of the “pay-as-you-go”, “pay-per-use” or
“as-a-service” models), other applications may rather affect the way costs are incurred
and controlled (such as IoT applications in the monitoring and controlling the supply
chain in logistics and manufacturing companies), and yet other applications may extend
their benefits to specific communities or the society as a whole (as in the case of IoT
applications used to monitor traffic conditions or collecting and supervising
meteorological data in real time).
With regards to the benefits associated to the use cases, we have considered only those
unleashing a set of potential benefits to a multitude of stakeholders (including
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consumers, customers, citizens and the society as a whole) and not exclusively to
business actors.

Table 6 IoT Stakeholders’ and associated Benefits
Stakeholders

Potential benefits
Increased return on R&D investments, additional innovative services, shorter
time to market

Large Companies,
SMEs and other
business organizations

Supply-Chain management & logistics, improvements, increased business
processes efficiency
Productivity improvements and enhanced asset utilization
Better customer experience

Customers, Individuals

Increased transparency and reduced information asymmetry
Time savings and reduced transaction costs
More timely and effective services to specific communities (elderly, rural
communities, impaired citizens or other vulnerable groups)

Society, Citizens

Better use of public resources and reduced waste of taxpayer’s money
Enhanced levels of environmental protection, public safety and security

4.1.2

Main IoT Use Cases’ Overview: the concept of Smart Environment

From the rapid review of the use cases that we have considered in the course of this
study, it emerges that:


Use cases involving IoT, Cloud and Big Data are really numerous and spread over the
entire industry spectrum – from industries traditionally with high levels of IT
penetration (such as financial services or manufacturing), to industries less familiar
with IT (such as agriculture or local government);
 Use cases involving IoT, Cloud and Big Data can hardly be assigned to a specific
industry sector and market segment: they tend to stretch across several sectors
and/or create “new sectors” that are hard to capture through the traditional concept
of “vertical market” – smart cities, for example, encompass an element of local
government, transport, consumer, financial services and probably other traditional
vertical markets.
This lead us to reconsider the concept of traditional vertical market as the best place
where IoT-related business opportunities are to be identified and addressed by policy
makers and other interested parties. Instead, the concept of “smart environment”
appears to be much better suited to apprehend the complexity of use cases involving
IoT, Cloud and Big Data and their potentially new positioning within a dynamic and
changing industry spectrum.
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4.2 From Smart Environments to Business Opportunities
4.2.1

Introduction and methodology

We believe that the deployment of IoT, Cloud and Big Data solutions is already leading to
a number of tangible business opportunities, or will do so by 2020. The list of the
identified smart environments is displayed in table 7 below.

Table 7 Key Smart Environments in 2014 and 2020
Smart Environment

Definition

Smart Energy/Smart
Utilities

Intelligent integration of decentralized applications measuring renewable
energy sources’ efficiency, power networks and power and energy
consumption constantly then providing constant feedback to distribution
companies and customers and balancing supply and demand activities.

Smart Transport

Advanced applications providing innovative services relating to different modes
of transport and traffic management and enabling users to be better informed
and make safer, more coordinated, and 'smarter' use of transport networks.

Smart Manufacturing

Real-time workflow application systems assembled from selected data
management, modeling, analysis, display, and interface application, in which all
information is available when it is needed, where it is needed, and in the form it
is most useful. This enables infusion and integration of network based data and
information throughout the lifecycle of design, engineering, planning, and
production.

Smart Health

Medical and public health and personal wellness practices supported by
advanced applications (enabled by mobile/smart devices, sensors, actuators,
etc…) greatly improving patients, doctors, medical personnel and other healthaware and well-being oriented users’ way to access and deliver health and
wellness services.

Smart Government/Smart
Environment

The implementation of a set of business processes and underlying information
technology capabilities that enable information to flow seamlessly across
government agencies and programs to become intuitive in providing high
quality citizen services across all government programs and activity domains.
Real-time monitoring of meteorological, chemical, biological, nuclear and other
data to coordinate security and protection services to make informed decisions
involving citizens’ safety.

Smart Customer
Experience

Advanced, connected applications providing personalized content at all
customer touch points in several domains, from retail, to entertainment, and
improving the way individuals interact with technology in their personal lives.

Smart Homes

Advanced application systems allowing private and public buildings to be
equipped with lighting, heating, and electronic devices that can be controlled
remotely by smartphones, mobile devices or computers.

Smart Finance

Intelligent integration of decentralized applications to be applied to several
finance markets, from banking to insurance, from financial intermediation and
broking to real estate activities, renting and leasing.

These smart environments feature a revisited vertical view with respect to the IDC’s
forecast analysis by vertical market presented in chapter 3.2.4. In order to assess their
potential in terms of business opportunity, we have further looked into IDC’s existing
primary research and complemented it with ad-hoc secondary research activities, in
particular:
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1) We have analyzed the results of IDC’s European Vertical Markets Survey 2013 8
focusing on vertical markets’ readiness for IoT adoption and investment plans;
2) From these survey’s results, we have extracted the most significant IoT use cases by
vertical market and highlighted their current and future adoption plans9;
3) We have re-assigned the most significant IoT use cases to the newly identified list of
smart environments;
4) We have conducted complementary, ad-hoc desk research to illustrate the use cases
through a series of recent case studies for each specific smart environment;
5) Within each smart environment, we have ranked the use cases by opportunity size in
2013 and in 2020, based on our survey results and estimates.
The outcomes of this process are illustrated in the paragraph below.
4.2.2

Smart Environments and Business Opportunities: a comparative
Assessment

To meaningfully compare the identified Smart Environments, we have focused on two
fundamental variables:
 the estimated size of each Smart Environment in terms of IoT spending in 2020;
 the estimated growth of each Smart Environment in terms of IoT spending over the
period 2014-2020.
A visualization of the eight Smart Environments against these two variables is presented
in the following Figure 9.
Figure 9: Smart Environments by IoT Spending Size and Growth

Source IDC 2014

8

See: IDC’s IoT European Vertical Market Survey 2013, which focuses on assessing vertical markets’ readiness for IoT
adoption and investment plans based on survey results involving 1,651 companies with more than 10 employees in the top
5 Western European countries (France, Germany, Italy, Spain, and the UK).
9
See also: IDC, The Internet of Things across Western European Vertical Markets: New Insights on Opportunities and Use
Cases, IDC Industry Solutions, 2013.
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In this chart, Smart Environments’ relative size of IT spending in 2020 is plotted on the
x-axis and is also pictured by the different bubble sizes (ordered right to left, from the
largest to the smallest spender). Expected growth rates for the period 2014-2015 are
plotted on the y-axis. Both values where obtained through the key methodological steps
outlined in the previous paragraph and differ from the values presented in Chapter 3,
§3.2.4 which refer to traditional vertical markets and not to the newly defined Smart
Environments.
Not surprisingly, Smart Manufacturing is projected to be the largest potential
opportunity in terms of size IoT spending, followed by Smart Homes and Smart
Health, which represent respectively 91% and 90% of the largest market. In fact, as
explained in detail in the following paragraph, manufacturing is undoubtedly one of the
key IoT markets today. The proliferation of machine-to-machine devices is leading to an
enhanced role played by smart products and smart services and to the emergence of
global plant floors and autonomous factories. Powered by consumers’ demand, Smart
Homes will constitute the second-largest business opportunity thanks to the widespread
use and affordability of smart phones, tablets and other mobile devices. IoT is already
behind a wide range of home automation solutions making homes a “mini IoT
environment” in their own right. As typical healthcare challenges in Europe and in the
Western World (such as decreased expenditures and an increasing number of patients)
have already been addressed by IoT solutions, we expect IoT to play an even more
indispensable role in the upcoming years when personal wellness solutions for generic
purposes (e.g.: devices measuring daily calories in-takes, hours of sleeps, etc…) will
become even more popular than today.
Conversely, Smart Transport, Smart Finance and Smart Government/Environment – all
segments with a high level of IT penetration – constitute a less immediate business
opportunity, at least in terms of the size of their estimated IoT spending. Indeed, IoT is
not new in these environments and is increasingly shaping these sectors with solutions
such as fleet and asset management, automated public transit or remote asset security
and insurance telematics. However, the relative size of IoT spending of these
environments is expected to remain comparatively small during the period 2014-2020.
The picture does not change dramatically when taking the growth rate’s perspective:
Smart Homes – the second largest environment in terms of IoT spending’s size – is
estimated to grow at a compound average growth rate (CAGR) of 27.6% over the next
five years, followed by Smart Health with a CAGR of 24.5%. As noted above, both
environments can count now (and even more so in the upcoming years) on a growing
number of internet users and buoyant consumer market, on well-established sociodemographic trends and on increasing cost pressures in Europe’s healthcare systems.
Other smart environments presenting above-average growth rates are Smart Customer
Experience and Smart Finance. The former is directly linked to the retail sector and to
consumers’ dynamics: it includes innovative IoT solutions providing consumers with new
methods of payments, for example, or new ways to enjoy recreation and entertainment
services; the latter entered the IoT market only recently and is still ranking among the
smallest environments in terms of IoT spending size. Nevertheless, it is rapidly deploying
solutions to enhance real-time, remote security of offices and other facilities, for
instance; or, it is designing new financial services based on actual consumers’ behaviors
to be monitored remotely by ad-hoc IoT applications (e.g.: price-sensitive, customized
insurance policies).
In essence: a combination of the two variables above, and their relative dynamics, would
suggest focusing on a restricted number of Smart Environments to look for IoT-related
tangible business opportunities now and in the coming five years. The first environment
to target should be Smart Manufacturing, followed by Smart Homes and Smart Health.
Additional attention should be devoted to Smart Finance (especially over the next couple
of years) and, to a lesser extent, to Smart Customer Experience and Smart Energy.
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4.2.3

Smart Environments in detail: Main Use Cases in 2014 and 2020

Another way of looking at smart environments and assess their relative capability to
produce business opportunities, is to identify and examine the most important IoT use
cases that are either already being exploited or will be fully exploited by 2020.
Before venturing into a detailed description of each smart environment and its associated
use cases, it is worth spending a few words on the overall picture displayed in Table 8.
Table 8 Smart Environment and their most important Use Cases: An Overview

Smart Environments

Number of
Use Cases

Weight of Largest
Use Case

Largest Use Case

2014

2020

2014

2014

2020

Smart Manufacturing

3

6

Manufacturing
Operations

Connected Vehicles

49.3%

27.4%

Smart Finance

4

4

Remote Asset Security

Insurance Telematics

51.0%

46.8%

Smart Government/
Environment

4

7

Automated Public Transit

75.0%

45.8%

Smart Customer
Experience

4

6

Omni-channel Operations

51.0%

35.7%

Smart Homes

3

6

42.0%

31.2%

Smart Health

4

4

Personal Wellness

57.6%

56.3%

Smart Energy

5

8

Smart Grid

75.0%

68.8%

Smart Transport

4

6

Asset/ Fleet Management

69.4%

61.8%

Home Security

2020

Energy (Thermostatic
and HVAC)

We have identified a total of 31 IoT use cases already in place in 2014 and a total of 47
use cases that are expected to be in place in 2020. This confirms, empirically, an overall
expansion of the IoT adoption in Europe and, as a consequence, of its market size as
highlighted in the section above. Also in line with the section above, Smart Manufacturing
and Smart Homes appear to be among the smart environments with the highest increase
in the number of use cases by 2020 (both passing from 3 use cases in 2014 to 6 use
cases in 2020). Smart Government, Smart Energy Smart Customer Experience, and
Smart Transport also represent interesting environments in terms of use cases’
expansion.
When looking at the largest use case by smart environment, we observe a mixed picture:
in Manufacturing, Finance and Smart Homes, the largest use case in 2014 will be
substituted by a new use case in 2020; in Government, Customer Experience, Health,
Energy and Transport the prominent use case in 2014 will remain the same in 2020,
albeit with a (sometimes significant) reduction in its weight within its own smart
environment. This leads us to a few important considerations:




Smart environments present a relatively concentrated picture in 2014 – opportunities
will be extracted mainly by one single use case, often exceeding in weight half of the
smart environment’s size.
With an increase in the overall number of use cases, each smart environment will lose
in concentration and open up to new opportunities in 2020.
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This will naturally apply to the environments witnessing a change in their largest use
case in 2020, as well as to those environments maintaining the same use case – as
already noted, the latter will significantly lose its weight on the overall environment.

A detailed description of each smart environment and its associated use case is
presented in the following section.
Smart Energy and Smart Utilities
In the Smart Energy & Smart Environment, we have identified the following main use
cases in 2014 and 2020. Their relative ranking by size of opportunity is illustrated in
Figure 10 below.
Figure 10 Smart Energies & Utilities – Main Use Cases (2014 vs. 2020)

Smart Grid
Smart Meters (Electricity)
Smart Water
Oil & Gas Smart Grid
Smart Meters (Gas)
Smart Waste Management

Wind Turbines
Fleet Tracking
Source IDC 2014

The “2020 Climate and Energy Package“ is putting renewable sources at the centre of
smart energy and utilities, with IoT playing a pivotal role in ensuring effective
management and monitoring of wind turbines or solar panels, for example. Still, Smart
Grids (for electricity) represents the main use case under the smart energy/smart
utilities environment and will continue to do so in 2020, followed by pipe management
(Smart Grids for oil & gas), Smart Water for water management, and Smart Meters
for electricity. Smart Meters for gas distribution remains a relatively weak use case
now but it is expected to grow significantly by 2020.
Country-wise, Italy is leading in smart meters for electricity with approximately 75% of
its households covered by smart meters in 2013, followed by France, Spain and the UK.
By 2020, the largest EU member states are expected to reach very high percentages of
smart meters’ adoption, with the exception of Germany where local legislation (at
Laender level) is not pushing for total households’ coverage and adoption rates are
estimated at around 20% in 2020. Italy is also leading in smart meters for gas
distribution, although this use case presents much lower levels of adoption across
Europe. The UK is currently leading in the adoption of IoT solutions for water
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management (smart water) with the implementation of a few pilot projects for
monitoring water allocation, forecasting water consumption and monitoring water
pipelines remotely.

Smart Transport
Smart Transport presents the following main use cases, as illustrated by Figure 11.
Figure 11 Smart Transport – Main Use Cases (2014 vs. 2020)

Asset/Fleet Management

Freight Monitoring

Transport Sharing
Airport Energy Management

Maintenance/Operations in
Airports

Airplane Maintenance
Source IDC 2014

IoT is not new in the transport industry. Several use cases have been shaping
transportation and logistics companies over the past few years, helping them to improve
infrastructure efficiency and meet new regulation and compliance requirements. Among
them, Asset & Fleet Management and Freight Monitoring represent solid IoT
application areas and will continue to do so over the next few years. Aviation is also
using IoT in-airport solutions to improve security and make passenger journeys smoother.
London City airport, for example, has recently run an IoT pilot project to analyze and
manage Passenger Traffic Flow and their behavior. Gathering data from a network of
sensors located in key areas at the airport, IoT solutions were deployed to analyze
passenger movements and have real-time and predictive analysis of passenger flow and
queues, personalized planners and gate reminders for passengers, food preordering
applications, missing passengers spotting systems, baggage and airport asset tracking
and people management tools for emergency situations. While still quite small in terms
of addressable opportunity at the time of writing, passenger traffic flow is expected to
grow significantly by 2020 to make the passenger journey easier, safer and shorter.
Maintenance & Operations in Airports (refueling and baggage handling, for example)
are also projected to become popular use cases of IoT solutions in a few years. Air
France, KLM and Delta Airlines, for example, are developing innovative solutions for
tracking and tracing luggage: eTruck and eTag. The former consists of a compact sensor
installed in a suitcase or travel bag to continuously monitor its location, preventing theft
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and loss. The latter is an electronic luggage tag with e-link displays that allow passengers
to prepare luggage tags in advance and speed up check-in processes at drop-off points.
Transport sharing is another area where IoT is offering new opportunities in the smart
transport environment: a growing number of European cities (of all sizes) are
successfully experimenting shared bikes, shared cars, shared electric cars and their
number is expected to grow in the coming years. Transport sharing is a classic example
of a transversal/cross-vertical market emerging from the successful deployment of smart
technologies: organizations as different as local government agencies, utilities, traditional
car rental companies, or car manufacturers have in fact introduced several car sharing
services across Europe10.
The main use cases by business opportunities in Smart Transport today and in 2020 are
shown in figure 12 below.
Smart Manufacturing
For Smart Manufacturing, the following main use cases in 2014 and 2020 were identified.
Their relative ranking by size of opportunity is illustrated in Figure 12.
Figure 12 Smart Manufacturing – Main Use Cases (2014 vs. 2020)
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Carsharing services are available in over a thousand cities in many nations. Services include Autolib', City Car Club,
Greenwheels, JustShareIt, Stadtmobil, Zoom, and Zipcar. Traditional car rental companies have introduced their own car
sharing services, including Hertz on Demand, Enterprise CarShare by Enterprise Rent-A-Car, Avis On Location by Avis, and
Uhaul Car Share by U-Haul. Notable co-operatively owned carsharing organizations include Modo (car co-op) and
Community CarShare. In addition, car manufacturers have also introduced their own carsharing services, including Daimler's
Car2Go, BMW's DriveNow and VW's Quicar.
https://www.e-vai.com/web/evai/landing?gclid=CJnY1dTkrMICFQsKwwodaZEAmQ
http://www.atm.it/it/guidami/Pagine/default.aspx
https://enjoy.eni.com/it/firenze
https://www.autolib.eu/en/
https://www.car2go.com
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Source IDC 2014

IoT has already found several applications in both process and discrete manufacturing.
All supply chain/warehouse management processes such as demand management, order
fulfillment, manufacturing flow management and return management can be tracked in
real time to ensure the highest efficiency at each step. The production line, and the
operations related to its maintenance, can also benefit from IoT-based wireless
inspection tools allowing for real-time control of performance, durability, and safety of
the products they produce. Manufacturing Operations is therefore the number one use
case in smart manufacturing today in Europe, followed by Production & Asset
Management, which uses IoT to monitor and maintain assets (e.g., industrial
manufacturing devices) that are part of the production value chain with the end goal of
improving process efficiency for manufacturers. Outside traditional operations, another
area represents a solid opportunity for the adoption of IoT – Food Traceability, which is
the real-time monitoring of processing and delivery of food across the entire supply chain,
from point of harvest to point of sale. These processes are automated to improve
efficiency, safeguard public health, increase customer satisfaction and comply with
government mandates. IoT offers real-time access to inventory, production and shipment
histories, removes manual errors and mitigates the risk associated with major quality
issues.
Going forward, all these use cases will lose momentum. New IoT application areas will
however emerge: Connected Vehicles (Vehicle-to-Vehicle) & driverless cars will
attract particular attention from manufacturers, policy-makers, IT companies and
investors. In these use cases, IoT technologies are deployed to connect automobiles to
outside systems and road infrastructure. In doing so, automobiles can relay and share
traffic data, speed data, provide the driver with safety and communication channels for
driver-vehicle or inter-vehicle interactions, with the ultimate goal of creating an
autonomous and self-driving car and transportation system. Closely related to connected
vehicles, eCall is another emerging and fast-growing use case in smart manufacturing.
eCall is a European initiative intended to bring rapid assistance to motorists involved in a
collision anywhere in the European Union. This initiative aims to deploy a device installed
in all vehicles that will automatically dial 112 in the event of a serious road accident, and
wirelessly send airbag deployment and impact sensor information, as well as GPS
coordinates to local emergency agencies.
The adoption of the necessary legislative acts to introduce eCall in the EU will most likely
happen by the end of 2017 or early 2018, thus making this use case particularly
significant by 2020.
Smart Health
Smart Health presents the following main use cases, as illustrated by Figure 13.
Figure 13 Smart Health – Main Use Cases (2014 vs. 2020)
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The IoT has already made momentous inroads in the healthcare vertical with several
connected solutions helping to address healthcare-associated challenges, such as
decreased expenditures while caring for more patients. In terms of use cases, the more
and more widespread use of wearable devices is heavily pushing the case of Personal
Wellness, which is gaining thrust for both generic purposes (at consumers’ level, for
example, with devices measuring daily calories in-take, hours of sleep, number of steps,
etc…) and more health-specific purposes (at chronic patients’ level, for example, with
devices monitoring the heart pace, insulin levels and other fundamental health
indicators). Remote Health Monitoring, i.e. the remote collection of patients’ data and
the delivery of these data to a monitoring station for medical/professional interpretation,
represents the second largest opportunity in terms of use cases in the Smart Health
environment and it is projected to gain in importance over the next few years. Closely
related to Remote Health Monitoring is the case of Telehealth Systems, which focuses
on the exchange of medical information from one site to another (through a growing
variety of applications and services using two-way video, email, smart phones, wireless
tools and other forms of telecommunications technology) so to improve doctors-todoctors and doctors-to-patients communications. Telehealth systems are still relatively
rare in Europe but their diffusion is projected on the increase as they are expected to
represent the third opportunity areas in smart health by 2020. Staff identification is
another use case that needs to be taken into consideration when looking at concrete IoTrelated business opportunities in the healthcare sector. IoT solutions are in fact deployed
not only to monitor personnel, but also to enhance security across hospitals and other
health premises, particularly in sensitive areas such as maternity, neonatal and pediatric
departments.
Among the EU member states, France is the most advanced country in the smart health
environment: since 2012, the French company SRETT, for instance, developed a remote
monitoring IoT device to monitor people suffering from sleep apnea. Equipped with a
mask to be worn at night, this solution collects medical data from patients and sends it
remotely to a central server. The day after, healthcare professionals can consult this data,
consults with patients and lessens hospital visits and associated cost using two-way video,
email, smart phones, wireless tools and other forms of telecommunications technology.
Almerys (a subsidiary of Orange Business Services) experimented a series of teleassistance solutions for patients suffering from heart diseases, which constantly monitor
the weight of patients and actively respond to alarming data on time to prevent critical
health crises. When it comes to staff identification, two French healthcare institutions
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(the Centre Hospitalier de Montélimar and the Centre Hospitalier Intercommunal ElbeufLouviers) adopted a newly developed baby tagging system which sends real-time alerts
every time a baby is taken outside the neonatal division or if a mother attempts to feed
or handle the wrong child.
Smart Government & Smart Environment
Smart Government & Environment presents the following use cases in 2014 and 2020.

Figure 14 Smart Government – Main Use Cases (2014 vs. 2020)
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The government sector has been one of the first areas in which IoT technologies have
been successfully deployed. When we think of IoT in government, we immediately have
in mind smart cities' examples with their new waste management systems, innovative
parking and traffic solutions, and environmental monitoring tools. In fact, use cases like
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Automated Public Transit have been around for years and will continue to feature a
pivotal role in smart government in the near future. In such use case, IoT solutions relay
data and information from buses, light rail, subway systems, rail and other transportation
systems and help to communicate schedules to travelers via message panels or mobile
apps. Automated Public Transit will constitute an interesting opportunity area over the
next few years but other use cases will rapidly emerge in smart government & smart
environment. This will be the case of Public Infrastructure and Asset Management,
where IoT solutions will allow government agencies to track the structural health and use
of highways, streets and roads, tunnels, bridges and other surface transportation
infrastructure and to communicate about these resources to citizens and government
workers. Public Safety and Emergency Response is another use case that will gain in
importance and represent a sizable opportunity in 2020. In this case IoT is used for
command and control operations for police, fire, and search and rescue to predict,
prevent, and reduce crime, and allocate resources more effectively. The region of
Asturias in Spain, for instance, has recently launched a pilot programme to monitor liquid
and gas levels through sensors or unmanned aerial vehicles to detect flood, fire, and
other risks. As an example, water level variations in rivers, lakes, seas, dams, and
reservoirs will help monitor flood risks and trigger automatic emergency alerts.
While not particularly important at the time of writing, Environmental Monitoring &
Detection and Traffic Control are two additional use cases that will grow in importance
by 2020. Environmental monitoring employs meteorological, chemical, biological,
radiological, and other sensors to make informed decisions - from stopping or diverting
traffic, limiting access to certain geographical areas, or to trigger immediate actions if
harmful substances are detected in certain areas. The city of Paris, for example, has
recently launched a pilot programme installing sensors in plants and trees located in
public parks or streets to optimize maintenance and detect bacteria that can harm the
health of trees and grass. In urban areas, the health of trees has implications that go
well beyond providing a pleasant view as tree shade makes the environment more livable
in very hot days and increases the life of tarmac road surfaces. Research indicates that
20% tree shade limit pavement surface deterioration by 11% or 30% resurfacing cost
savings over 30 years. Traffic control, on the other hand, uses sensors deployed on
roads, railways, bridges and transport infrastructures to communicate with citizens,
motorists and passengers and send alerts in case of collisions, traffic jams, and propose
alternatives. The cities of Cologne in Germany and Eindhoven in the Netherlands have
recently started two traffic control pilot projects.
Smart Customer Experience
For Smart Customer Experience, the following main use cases in 2014 and 2020 were
identified. Their relative ranking by size of opportunity is illustrated in Figure 15.
Figure 15 Smart Customer Experience – Main Use Cases (2014 vs. 2020)
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Smart Customer Experience is another example of a multi-vertical market created by the
growing adoption of IoT solutions. These, in conjunction with RFID tags, Near Field
Communication technology (NFC), bar codes and other technologies, provide consumers
with innovative ways of payments (such as mobile proximity payments) or improve the
way arts, recreation and entertainment services are enjoyed. IoT solutions, for example,
allow for the deployment of augmented reality applications which leveraging sensors and
actuators in museums and heritage sites, for instance, to provide additional information
on the attraction.
Retail will continue to be the main reference market for smart customer experience use
cases, with Omni-Channel Operations representing the largest business opportunity in
both 2014 and 2020, particularly among larger retail players.
In such use cases, IoT solutions applied to mobile computers, printers and RFID systems
will integrate all available shopping channels (in-store, online store, mobile apps, mail
order) to offer a seamless shopping experience for customers, while obtaining a lean and
complete IT environment for businesses. Digital Signage is the second largest business
opportunity in the Smart Customer Experience environment. It consists of digital screens
connected to a network that is constantly mining, analyzing and responding to a broad
spectrum of real and near-real time data. This allows for dynamically tuning and
changing the screen’s content, thus providing a more meaningful, streamlined and
targeted experience for shoppers, customers, travelers, tourists, etc…In-Store Digital
Offers and Personalized Promotions are also important use cases offering enhanced
customer experience.
Thanks to a series of IoT solutions that capture real-time streams of data from mobile
devices, online customer activity, in-store WiFi routers and video cameras, retailers can
gather valuable insight into customers’ behavior and desires, thus improving their ability
to meet customers’ expectations and place effective offers. A use case that is relatively
underexploited today but that will certainly become more popular in a few years is NFC
Payment. NFC (near-field communication) allows two devices placed within a few
centimeters of each other to exchange data. In order for this to work, both devices must
be equipped with an NFC chip. These chips will make it possible to pay for our purchases
with our phones or other mobile devices.
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Many retailers in the US already have NFC-based contactless pay terminals in place,
making the transition to mobile payments easy. Several banks in Europe are launching
NFC mobile payment applications based on this standard allowing customers to pay with
their mobile directly debiting their bank account. In France, for example, BNP Paribas,
Crédit Mutuel-CIC, La Société Générale and La Banque Postale are developing NFC
mobile payment applications in partnership with some mobile operators grouped within
the French Association of NFC (AFSCM) in which Orange is a major player. BNP Paribas is
rolling out nationwide in France in February 2014. La Société Générale launched its
service in Strasbourg in November 2013. A similar offer called Cash on Tap was
developed by EE (Everything Everywhere) and launched in July 2013 in the UK with
Mastercard. The service allows EE customers to pay for goods and services using their
mobile in shops or on websites, irrespective of their bank provider.
Smart Homes
Figure 16 Smart Homes – Main Use Cases (2014 vs. 2020)
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Home automation solutions including centralized control of lighting, heating, ventilation
and air-conditioning, plus the remote controlling of appliances, security locks of gates
and doors and other systems, are already a reality and, to many extents, an established
market, thanks to the widespread use and affordability of smart phones and tablets. As
more household devices are connected, homes are moving towards being mini IoTs in
their own right. Big players like IBM, Cisco, Microsoft, as well as many others, are
already experimenting in this area and more interesting developments are expected in
the next few years.
Home Security, i.e. video cameras and multiple sensors that can track motion,
temperature, air quality, vibration, sound, and any other activity inside a building, is by
far the most important use case in Smart Homes today, followed by the case of Smart
Energy where IoT solutions are used to improve climate control and heating, ventilation
and air conditioning (HVAC) methods and technology to lower energy usage, monthly
expenses and greenhouse gas emissions. Smart Home, however, is a much wider
concept as IoT solutions can be extended to the varied world of home appliances. For the
time being, IoT seems to have interested primarily small appliances (Small Smart
Appliances), such as wireless blenders, portable refrigerators, mini meteo-stations, and
the like but, in the future, Big Smart Appliances will be more and more connected with
sensors and actuators thus making our fridges, ovens, laundry machines even smarter:

52

self-cleaning ovens or “flexible fridges” (refrigerators adjusting their temperature based
on the type of produces that they are expected to hold) are already a reality and are
expected to become even more popular in the next couple of years11.
Figure 17 below depicts the use cases dynamics by size of opportunity within the Smart
Homes environment in 2014 and 2020.
Smart Finance
Smart Finance presents the following main use cases in 2014 and 2020.
Figure 17 Smart Finance – Main Use Cases (2014 vs. 2020)
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Smart solutions have been around for a long time in banks, insurances and other
institutions. The need to ensure security to buildings and assets has been one of the first
IoT use cases in this market: Remote Asset Security (where offices and other
premises, for example, are remotely and in real-time connected with police stations or
other security agencies) constitutes today the largest business opportunity in smart
finance and is expected to maintain a central position over the next few years. A subcase of Remote Asset Security is Smart ATM: ATMs endowed with sensors and actuators
against possible attacks are in fact becoming more and more popular across Europe.
Other use cases, however, are rapidly developing and becoming the areas where the
most interesting business opportunities are going to arise in the near future. Insurance
Telematics is one of them. In this use case, IoT is deployed to create usage based
insurance offerings for vehicles to both consumer and business clients. The driver's
behavior is monitored directly, which impacts insurance policies and rates offered and
thus help setting policy rates. Smart House and Health Insurance is another growing
business opportunity area under the Smart Finance environment: IoT technology allows
insurance companies to monitor the way their customers, or prospective customers, treat
their properties or take care of their health. As in the case of insurance telematics with
vehicles, the owners’ or customers’ behavior affects the type of insurance policies offered
and their rates.

11

http://www.goodhousekeeping.com/product-reviews/ces-connected-home-tech-2013#slide-8
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5.
6. T H E S T A K E H O L D E R S ’
OPINIONS
This chapter presents the feedback collected by the study team through the consultation
of the main stakeholders - from industry to academia, from research to policy makers
and end-users – and their assessment of the following topics of our analysis, specifically
based on the results of the workshop held in Brussels on September 25, 2014.

5.1 Assessment of Lead Markets and Business Opportunities
This section provides an overview of the stakeholders’ perceptions of the lead markets
and the potential business opportunities related to the development and wide adoption of
IoT. The list of lead markets is intended as the industry verticals that will be impacted by
IoT and where the most promising business opportunities could be extracted; they were
identified by the study team based on the research for this project and IDC’s other
research and submitted to the stakeholders for ranking and evaluation.
The main outcomes can be summarized as follows (see Figure 18 below):
 The majority of the stakeholders agree about the most preeminent markets: Energy,
Healthcare, Transport and Manufacturing were recognized as the main markets that
will be affected by the Internet of Things;
 The energy and utilities sector was identified as one of the main industries where IoT
can play a key role to drive a substantial transformation;
 Healthcare followed in the assessment in terms of potential and opportunities;
however big issues, like regulation and fragmentation, were claimed as barriers to the
wide take-up of IoT in this domain;
 Agriculture was low-positioned also because this is one of the sectors where ICT
investment has historically played a relatively minor role and is traditionally seen as a
less attractive sector. However it was generally recognized that IoT can help the
sector becoming a smarter market.
Figure 18 Stakeholders’ Assessment of lead markets (growth potential)
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5.2.

The EU Industry Potential Role
55

The experts involved were asked the following questions:
 Should the EC launch Large Scale Pilots (LSP) for the Lead Markets or other
initiatives?
 With which actors?
The aim of these questions was to investigate the most likely markets for the success
and competitiveness of the European Industry and the most appropriate for the
intervention of the European Commission through the LSP or other initiatives. The figure
below shows the stakeholders’ ranking of the markets where the European Industry have
the highest potential to compete and play a strong role.
Figure 19 Stakeholders’ Assessment of lead markets by stakeholders (potential EU industry role)
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As in Figure 18, Energy, Health, Transport and Manufacturing were considered to
have the highest potential;
The role of the European Industry in the IoT ecosystem is linked to the overcome of
existing issues and challenges (vertical and integrated), especially in some sectors
like Health.

5.3 Opinions on Drivers and Barriers
The workshop participants were also asked to compile a short questionnaire prioritizing
the main IoT market drivers and barriers (see Figures below).
In the case of business drivers, we notice how the most relevant driver has to do with
improving business processes and operations, almost equally valued as the improvement
of customer service. But overall, the demand drivers are very close in ranking and with
high relevance scores, indicating a scenario where IoT is expected to have multiple
benefits.
Similarly, the ranking of barriers is also close pointing to the existence of multiple
obstacles potentially slowing down the adoption of IoT. However, the number one
problem is security concerns, followed by the lack of interoperability and standards.
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Figure 20 Ranking of Main Business Demand Drivers (average score, 1 very low, 5 very high)
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Figure 21 Ranking of Main Business Demand Barriers (average score, 1 very low, 5 very high)
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5.4 What to do to promote IoT
A fundamental point of the stakeholders’ consultation was to collect feedback on the R&I
strategy for IoT developed by this study. To do so we used two instruments. The first
was a questionnaire asking workshop participants their choices to invest a total portfolio
of 100 Million Euro in an IoT and Cloud Research and Innovation Program (out of a
predefined list): the main results are shown in Figure 14 below. Then we held a
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discussion in 4 break-out groups to select and prioritize the main actions identified by the
R&I strategy proposed by this study, with the possibility to add new priority actions or
new objectives. The main results are shown in the Figure 15 below.
We notice a strong coherence between the two set of answers: the top 3 items selected
for investment in the questionnaire, which are a SMEs instrument to promote SMEs
involvement, cooperative research and Large Scale Pilots are coherent with the priority
actions ranked at the top in the group discussions. We notice also that most stakeholders
would like to focus the large majority of their funds in the top 4 actions, of which the 4th
take-up actions and support to adoption of IoT by businesses.
Figure 22 Stakeholders' choices for priority investments (average investment shares)
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When given the opportunity to discuss and qualify their opinions, the stakeholders
provided many useful comments and nuanced feedback about the priority actions, as
shown by the Figure 23.
Figure 23 Stakeholders’ Assessment of the main actions
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The first priorities identified by the workshop participants are the development of
Lighthouse projects (proving the business case for IoT solutions) with high replicability
and scalability, on a par with the need to raise priority for IoT research in Horizon 2020.
Actually, all stakeholders agreed that a greater focus on IoT research was a must, but
many expected this to be done in any case, so they did not feel necessary to vote for it,
otherwise its ranking would have been even higher. The selection of Lighthouse projects
as the other most relevant priority, points to the stakeholders' belief of a need for a push
by EC investments on light, but effective pilot actions able to accelerate the development
of go-to-market solutions and proving their benefits.
The second set of priority actions includes the launch of Large Scale Pilots and of an
Accelerator Programme, designed on the model of the one launched by the FI PPP Phase
III, currently ongoing, whereby over 80 Millions are being distributed to SMEs and web
entrepreneurs with innovative ideas to bring to market new solutions built on European
technologies, through the intermediation of Accelerator projects ran by venture
capitalists and incubator managers. This approach is quite innovative and aggressive in
the context of EU framework programmes initiatives, and was appreciated by the
stakeholders as a tool to accelerate take-up and adoption, even if it was felt that it may
be useful in the medium term, in a couple of years from now, when the IoT technologies
have reached a higher level of maturity. The stakeholders particularly appreciated the
idea to involve business experts to select the ideas to be funded.
At the third place we find the need for innovation actions for SMEs to better involve them
in the development and deployment of IoT-related innovation. At the same level of
priority is the idea to launch of an IoT and Cloud PPP to manage innovation and take-up
actions. The stakeholders considered the PPP a potentially effective instrument to involve
the private actors and develop open and scalable platforms for the IoT emerging
ecosystem; someone considered it a better instrument than Large Scale Pilots. However,
this cannot be done in the short term as it involves a long preparation phase and a
proactive role by stakeholders; in addition the risk to duplicate or overlap with existing
PPPs must be avoided.
Finally, the stakeholders ranked at the 4th place the option to support the development
of next generation infrastructures within the CEF initiative, not because of its lack of
relevance but probably because it would be mainly a contributing action, collaborating
with an existing programme.

5.5 Conclusions
The data presented here are based mainly on the workshop results, but are broadly
coherent with the opinions and priorities which emerged from the many interviews and
ongoing contacts with industry and research experienced by the study authors.
Overall we found a strong agreement among the stakeholders about the need for EC
intervention and investment, not only to contribute to the research and technology
development efforts, but also to promote and support the acceptance by potential users
of IoT-based innovation and accelerate market take-up.
The combination of IoT with Cloud and Big Data is a powerful driver of change and
business innovation, with equally strong barriers in terms of security, potential lack of
trust, needs to evolve and adapt business organizations and business culture. The
stakeholders clearly indicated that the EC should use the new instruments available in
H2020 to promote innovation, take-up and SMEs participation, to build awareness and
prove the business case for IoT adoption.
The case of Large Scale Pilots deserves a special comment, as they were object of a
lively discussion. Some stakeholders consider them the most useful instruments to
develop the needed IoT ecosystem including all the actors in the value chain; others
criticize their complexity and are skeptical of the risks of bureaucratic procedures. For the
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success of LSP therefore it is important that they are carefully designed and planned,
with an appropriate scope and manageable dimensions.
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6.THE IOT AND CLOUD RESEARCH AND
INNOVATION STRATEGY

6.1 Conclusions on the IoT Market
The extensive research carried out for this study allows us to draw the following main
conclusions about the IoT market scenario to 2020 and the main research and policy
challenges to be faced if Europe wants to reap the benefits of this wave of innovation.
IoT is not another technology hype. It is dynamic but is here to stay.







IDC has identified concrete use cases already existing in all sectors and across most
of the EU Member States.
The market so far has been predominantly supply-driven (through a technology
push mechanism) but powerful demand forces, led by socio-demographic trends,
government initiatives and the expanding consumer market, are rapidly gaining
momentum. The IoT space is moving towards a more user-oriented perspective.
IoT is a disruptive innovation as it radically changes business processes within
and across sectors. A key mechanism of this disruption is the convergence between
traditional Information Technology and Operation Technology in production and
logistics processes, combined with the real time monitoring capabilities enabled by
Big Data.
The main emerging markets in the short-medium term will be characterised by a
combination of IoT with Cloud Computing and Big Data creating “smart
environments” where hyper-connectivity and data intelligence generate multiple
new services (also with other technologies such as robotics).

The IoT ecosystem is in a nascent state in Europe but is rapidly evolving. The
emergence of horizontal platforms will be a key component of the future IoT
ecosystem. Standardization and interoperability will play a critical role for their
development.




The IoT ecosystem is characterized by complex interactions between technology
suppliers and users, with a dominant role of business-to-business interactions (where
ICT vendors provide IoT solutions to businesses who leverage them to deliver
services to their users).
A key feature of the ecosystem is the dynamic interaction between the providers of
horizontal IoT platforms and of vertical solutions/industry specific environments. This
interaction is constantly evolving. Current solutions and implementations tend to have
a strong vertical market component, but in time broad-based, open horizontal
platforms will emerge, especially if Europe will be able to insure open standards and
widespread interoperability. The potential optimal balance between horizontal
platforms and vertical environments is one of the critical issues of the IoT market
evolution in the next 10 years.

IDC expects the IoT market in Europe to expand with yearly growth rates over
20% in value between 2013 and 2020.




According to the model developed by IDC for this study, the number of IoT
connections within the EU28 will increase from approximately 1.8 billion in 2013 (the
base year) to almost 6 billion in 2020.
IoT revenues in the EU28 will increase from more than €307 billion in 2013 to more
than €1,181 billion in 2020, including hardware, software and services.
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The IoT growth will involve all the Member States, but those with higher accumulated
IT investments and advanced telecom networks will grow faster. IDC estimates
Sweden to have the highest average growth rate to 2020 (24%).
IDC has found IoT investment programs or initiatives in 13 Member States (a nonexhaustive list). Germany, Netherlands, Sweden and the UK appear to lead in terms
IoT capability (investment growth, ICT diffusion, Government support) and number of
IoT initiatives.

But there are significant risks that the market growth could be slower than
expected if the EU industry did not exploit fully the IoT revolution






Assuming slower economic growth in Europe in the next years, particularly in the
Southern European countries suffering from high public debt and unemployment, and
lower IoT take-up, the potential IoT market value by 2020 could be €976 billion. This
is 18% lower than in the baseline scenario indicated above.
On the other hand, more positive macroeconomic and IoT market assumptions would
lead to a potential market value of €1,128 billion, only 5% higher than the baseline
scenario.
In short, the potential risks of a pessimistic scenario are higher than the potential
gains of the optimistic one, according to our scenario analysis.
Potential risks, as documented by our research, include the inability of the EU
industry, particularly SMEs, to adopt IoT innovation on a large scale, due to
insufficient investments and organizational barriers to change; concerns about
privacy and data protection; mismanagement of new security risks; lack of standards
and interoperability across fragmented European markets preventing economies of
scale and scope.

Focusing on the most attractive IoT business opportunities may help to avoid
these risks and maximize growth opportunities






Tangible business opportunities for IoT, Cloud and Big Data technologies can be found
across all the “smart environments” identified in this study. By combining the
estimated market size and the expected market growth of these environments,
though, four environments have emerged as those offering the most realistic
opportunities now and/or in the coming five years. These are: Smart Manufacturing,
Smart Homes, Smart Health and, to a lesser extent, Smart Customer Experience.
Each of these smart environments is already producing (or will produce by 2020) a
number of use cases, which are successfully exploiting IoT technologies, or will do so
in the upcoming years.
o In Smart Manufacturing, operations and asset management already
represent fertile ground for IoT solutions and applications; by 2020, they
will be joined by other opportunity-rich use cases such as connected
vehicles, driverless cars and e-call.
o Smart Homes will offer business opportunities in relation to home security,
energy applications (thermostats & HVAC) and household appliances.
o Personal wellness applications and the varied world of wearable devices for
both generic and health-specific purposes constitute the number-one
opportunity area in Smart Health. They will be accompanied by remote
health monitoring and staff identifications by 2020.
o Smart Customer Experience is and will be driven mainly by retail-oriented
opportunities such as omni-channel operations, digital signage, in-store
digital offers and Near Field Communication (NFC) payment solutions.
On the whole, the number of viable use cases (and their associated business
opportunities) will grow significantly in five years. They will be at least 47 in 2020
(versus 31 in 2014), thus changing the current relatively concentrated picture of
smart environments. Instead of counting on one or two use cases, each environment
will lose in concentration and open up to a broader, and more balanced, set of
opportunities in 2020.
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Building on these considerations, we have concluded that there is a need for policy action
in Europe to contribute to R&D investments, stimulate the growth of the stakeholder
community and the development of a strong IoT supply industry, open the way for the
user industry to adopt this disruptive innovation, and create the main framework
conditions needed for the development of the market, including the provision of skills,
the building of trust, the removal of regulatory barriers.
To meet these challenges, we have developed a comprehensive IoT and Cloud
Research and Innovation Strategy for Europe.

6.2 The R&D and Innovation Strategy Vision
The main overarching goal of our strategy is to support the development of the EU IoT
ecosystem so that by 2020:




the adoption of these technologies in Europe is at least equal or more advanced than
in other advanced world economies;
the EU industry, including SMEs, plays a relevant role in the development of the
emerging IoT combined ecosystems and their diffusion in Europe and the world;
European business and consumer users, as well as the socio-economic system are
able to reap the benefits from the diffusion of IoT in terms of innovation, additional
growth and improved choice and quality of life.

The specific objectives of the strategy correspond to the main challenges to be met in
order to achieve this overarching goal. As shown in the figure below, the Strategy is
articulated in three main pillars corresponding to clusters of challenges, and related areas
of action, as follows:








Europe needs to invest in the development of technologies for the IoT, Cloud,
and Big Data combination, able to manage complexity, provide scalability, guarantee
usability, preserve privacy by design. We have identified the main research
challenges to be met through the next H2020 work programmes.
Europe must develop the supply ecosystem and bridge the gap between research
and market: we have identified three major innovation challenges to do so,
specifically: building the EU industry competitiveness, improving IoT readiness,
ensuring SMEs capability to enter the market.
Europe must promote and support the take-up of IoT by user industries,
building the critical mass of users needed to encourage the investments needed for
massive adoption. We have identified three main areas of action, specifically:
accelerate adoption leveraging lead markets, the public sector capability and
developing the building blocks of the IoT-driven service economy.
Finally, Europe must create favourable framework conditions for the
development of the IoT ecosystem. We have prioritized the following main areas
of action: Developing the necessary skills, building trust in the emerging IoT
economy, removing the regulatory barriers, and encouraging international
cooperation.

Addressing these challenges will require a mix of innovative and traditional policy actions.
On the other hand, there are relevant issues cutting across the research, innovation and
market domains which will require coordination across the three pillars: for example
standardization and interoperability must be addressed at the research level, innovation
level and market level. Similarly, the need to ensure security and privacy is at the same
time a research, innovation and take-up issue.
This strategy is focused on the specific IoT challenges and does not include measures to
address more general macro-economic and policy challenges, which go beyond the scope
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of this study, such as fighting the European economic stagnation or achieving the
development of the Digital Single market in Europe.

MAIN CHALLENGES

Figure 24 the IoT, Cloud, and Big Data Research and Innovation Strategy

Meet the Research
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Open Integrated Architectures
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End to End Connectivity
Adaptive Networks
Security and Privacy by Design
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Service economy

DESIGN PRINCIPLES
Manage Complexity, Provide Scalability, Guarantee Usability, Preserve Privacy

Develop the necessary skills
Build trust and remove regulatory barriers
Encourage international cooperation

Framework Conditions
Source IDC/TXT 2014

6.3 The Research Challenges
The evolution of the five initial research challenges towards a service-oriented innovation
model (suggested by cloud, big data and other FI technologies) and towards a time
horizon of 2020, enabled us to identify five new Grand Challenges and their most
relevant research topics, which should be addressed in the next research actions of the
Horizon 2020 Programme. We also identified four main Design Principles for next
generation IoT systems, which are described in §6.3.5.
6.3.1

Research Grand Challenge #1: Open Integrated Architecture

The evolution of the initial challenge called “Open Platforms” was directed towards a 3rd
generation platform concept (including social, collaboration and mobile aspects) and
towards the integration and networking of platforms in a consistent and coherent
integrated event driven and service oriented architecture (including sensor networks,
smart objects, networked cyber physical systems, federated cloud computing nodes – e.g.
fog computing).
Research Topics of GC #1 are:
1.a. From Networks of Things to the Internet of Things. Promote the
development of standardized interfaces, protocols and architecture to move from a
“network of things”: this may include for example low-interacting, vertical silos, or
legacy devices sitting behind a gateway. There is a big debate around gatewayoriented approaches versus approaches that do not envisage gateways as
architectural elements. Gateways for sure helps in solving operational aspects (like:
centralizing remote connectivity, format/protocol conversion); while there is a quite
general opinion that gateways can slow down a full end-to-end connectivity and IoT
full take-up. Our opinion is to avoid having gateways as architectural elements, so
that full connectivity and peer-to-peer networking solutions can be supported. Issues
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like centralizing remote connectivity, format/protocol conversion, point-of-control, etc.
can be easily addressed by having specific features in smart devices. Most promising
IoT communities or specifications approaches support this point of view (e.g., Allseen
Alliance, Apple/Google, Cisco Fog Computing, The Thing System, Wolfram Connected
Devices, IBM Adapt project). This will allow a transition to a true Internet of Things,
where all “things” can be directly accessible from any other point in the Internet;
1.b. IoT Integrated Development and Runtime Environment. Promote the
development of new programming paradigms and run-time environments able to
support the development of more responsive, distributed, dynamic and resilient
systems;
1.c. IoT Systems Lifecycle Management. Promote the development of standardized
management features able to face the IoT devices and services complexity, dynamics
and heterogeneity.
6.3.2

Research Grand Challenge #2: End-to-End Connectivity

The evolution of the initial challenge called “Standard Interfaces” was directed towards
considering the whole value chain of an IoT ecosystem, along also its life cycle. A system
of systems provided with standard interfaces is therefore able to implement an end-toend connectivity of heterogeneous IoT related systems overcoming the current silos
approaches.
Even if the IEEE, ITU-T, ISO, IETF are doing a good job in the definition of standard
protocols and interfaces on the lowest communication stack levels, the actual deployment
of such protocols and features is still not satisfactory. For example, IPv6 still accounts for
a few percent points 12 . Therefore, the current dominance of IPv4 still balkanizes the
network for example with the large use of private and carrier-grade (NAT-CGN) NATs13.
The upper layers still need further investigation and innovation on interfaces and
protocols (e.g., in the field of meta-information and knowledge representation and
exchange so that systems can expose in a more meaningful way their characteristics and
more efficiently locate and use data or services provided by other systems).
Finally, new architectural approaches (e.g., “fog computing”, Named Data Networking,
cognitive networks) can constitute a disruptive approach able to face the issues Internet
presents and the IoT and the Internet of Everything will make even more demanding.
Research Topics of GC #2 are:
2.a. Systems-of-Systems Networking. IoT requires new network approaches that
permit easy connectivity, control and communications, as outlined above. These new
approaches need to address IoT specific issues (e.g., scalability, manageability,
resource usage, etc.) and to be actually validated in real IoT contexts;
2.b. Knowledge-based IoT Networking. Upper layers interfaces and protocols able
to use knowledge to address the IoT connectivity and interoperability issues;
2.c. IoT Systems self-configuration. Features to support (auto) configuration and
reconfiguration of entities and systems.
6.3.3

Research Grand Challenge #4: Security by Design

The evolution of the initial challenge called “Secure Middleware” was directed towards
considering the security and protection of the whole IoT system in a consistent and
holistic approach14 along its whole life cycle. Under this challenge we also account privacy
12 https://www.google.com/intl/en/ipv6/statistics.html
13

Gateways deployment further contribute to this “balkanization” when used to explicitly and unnecessarily broke the visibility
and connectivity of connected devices from the external world
14
Security must be embedded at every level. For example, requesters’ rights to access a functionalities must be enforced at
any level; therefore, even calling functions and objects' methods must be conditioned to check the calling module has
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management as being a requirement that requires security features to be properly
supported.
Security in IoT context is even more relevant, both for the stricter interconnection
between the physical and digital world that IoT promotes (with, for example, impacts on
the safety of people), as well for the need to deploy solutions that are able to work with
more autonomic, complex and often resource constrained systems.
Scalability of security (and privacy) solutions is one of the issues to be addressed to
properly manage the dynamics and management requirements15.
There is the need to have protocols and mechanisms to represent and manage trust and
trust relationships so that things and services can manage the information in an
autonomous way, but according to the needs and requirements of the users.
On the privacy side, we have to take into account not only the expected exponential
increase in the possibility to directly acquire private (or sensitive) information, but also
the possibility offered by big data technologies to synthesize and acquire personal
information processing disparate (and even “anonymized”) sources of information. This
indirectly collected personal (or sensitive) information are currently not covered by EU
and national privacy laws.
Finally, due to the wide deployment of smart things in the everyday life, security and
privacy by design must be the considered as key elements in the design and
development of IoT solutions.
Research Topics of GC #4 are:
4.a. IoT Compatible Security Techniques. Develop new encryption and security
techniques (including entities secure identification, secure configuration, etc.) that
can, on the one hand, be usable on resource-constrained devices, and, on the other
hand, be scalable so to minimize the management effort and maximize their
usability;
4.b. IoT systems Trust Management. Investigate and develop new scalable and
usable solutions for privacy and security, including protocols and mechanisms able to
represent and manage trust and trust relationships (e.g., starting from the OASIS
XDI semantic data interchange protocol;
4.c. Security and Privacy by Design. Introduce security and privacy by design
approaches to make security and privacy an integral part of the systems.
6.3.4

Research Grand Challenge #5: Semantic-driven Analytics

The evolution of the initial challenge called “Semantic Technologies” mostly adopted to
solve data interoperability issues in IoT was directed towards considering the advent of
new technologies for Big (stream and historical) Data analysis, knowledge-based
reasoning and advanced (including distributed and real time) decision making.
The impacts IoT will have on network architecture and “consciousness” of entities
requires the development of more advanced, reliable and privacy aware approaches and
technologies to make possible for entities to learn, think, and understand both physical
and social worlds. Analytics, therefore, will not only be required for doing traditional data
mining (e.g., the analysis subjects like Google, Amazon, Facebook, etc. currently do), but
also to extract meta-information and information to assure entities and network have the
required knowledge to interact and act properly.
Main challenges in this area to improve data interpretation and the extraction of
knowledge include addressing noisy estimation and minimization, and new inference

proper authorization to call the function/method. Security mechanisms must be scalable and assure IoT systems be,
natively, immune from security issues (e.g., Confused Deputy)
15
For example decoupling authentication from authorization. Indeed, almost all current authorization mechanisms are based
on authenticating the requester when the actual need is only to ascertain if the requester has the right to perform the
request. In a world with billions of identified entities (e.g., humans, devices, applications, etc.) the strict correlation
between authorization and authentication cannot scale
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techniques that overcome the limitations of current techniques (e.g., Bayesian,
Dempster–Shafer schemes).
Research Topics of GC #5 are:
4.d. Knowledge Extraction. Develop techniques that convert raw data into usable
knowledge;
4.e. Semantic-based Data Quality. Develop techniques that improve the
trust/confidence level of acquired data (e.g., in-field sensor calibration, reliable
transport, etc.);
4.f. Distributed and autonomous reasoning. Develop protocols and platforms that
support knowledge dissemination and distributed, autonomous reasoning.
6.3.5

Design Principles for next generation IoT Systems

Delivering an IoT system from a Research environment to the Market implies not just to
identify the right way (i.e. Innovation Model) to present and sell it, but also to perform
some engineering, testing and certification activities to make it robust, reliable and solid.
In many cases, research IoT systems have not been proposed to the market, because
lacking of engineering post-development activities. The following four Design Principles
will in our opinion remove many barriers, which so far prevented IoT research systems to
be deployed to the market, losing its way in the so-called Valley of Death.
i.

Manage Complexity: the IoT ecosystem will be orders of magnitude more
complex than any previous system. This complexity is related both to the
envisaged huge number of connected things, as well as to the heavy impacts IoT
will have on all aspects of our lives and our systems (e.g.. cities, transportation,
power production and distribution, mobility, houses, etc.) and on our security,
safety, health, wellness, etc.;

ii.

Provide Scalability: scalability will characterize all technical aspects, not only for
the pure number of things to be connected, but also for the number of contexts in
which things (and people) will play a role, the variety of people that will have to
depend from, and/or interact with. Issues to be systematically addressed are,
therefore, how to: name, identify, authenticate, authorize access, maintain,
protect, use, and support such complex system;

iii.

Guarantee Usability: usability too will be a critical aspect both because people
with different skills and abilities will have to use or interact with things, and
because most of our systems, and us, will depend on the proper use and
interaction with things. The dynamicity of contexts and situations in which users
have to interact with things further increases the criticality of this aspect). Having
humans, and in particular non-skilled ones, in the loop requires modelling human
behaviors to take into account their complex physiological, psychological, and
behavioral aspects;

iv.

Preserve Privacy: the IoT ecosystem, combined with big data, will heavily
increase the amount of personal information that entities and services, directly or
indirectly, will manage. This not only requires the development of new techniques
and formalisms for specifying privacy policies, but also techniques and tools that
support end-users in properly manage their privacy wishes in a way that is
understandable by end-users and powerful enough to actually enforce their
privacy needs. Additionally, these formalisms and techniques have to properly
manage privacy constraints even when systems interact with other systems
explicitly or implicitly transferring personal information. Privacy by Design must be
a guiding principle when designing and developing systems.
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6.4 The Innovation Challenges
The predicted growth of the installed base of connected “things” will significantly and
fundamentally disrupt many existing business processes, business models and value
chains. As we pointed out earlier in this document, the impact of the extensive use of
sensors and embedded systems linked to cloud and big data platforms, will affect all
industries and segments, however the impact is expected to occur at a different pace
from sector to sector. These differences will, in turn, generate several new
competitiveness and market development challenges. Some sectors including transport,
energy and manufacturing will seamlessly adopt to changes while others like Health Care
and Public Administration will require direction and guidance to achieve the maximum
potential from the Internet of things.
In order to bridge the gap from research to market both indirect and direct actions are
required to align the technology push with the evolving industrial requirements and
demand; avoiding the bottlenecks, which would otherwise inhibit uptake.
The identification of several innovation challenges is explored in the following paragraphs
based on the analysis of the emerging opportunities and potential barriers to growth.
Their rationale is explained below.

6.4.1

Building the European Industrial Competitiveness

The primary goal of a European strategy must be to enable the EU ICT industry to
participate fully in the emerging IoT ecosystem in Europe and to ensure it is competitive
in the rest of the world. IDC’s analysis of the main stakeholders has identified three main
groups of supply-side actors:
1. The providers of connectivity,
2. The providers of hardware and embedded systems and
3. The providers & developers of software, applications and services.
The roles and distinction between these actors is becoming blurred. The patterns of
horizontal and vertical relations between the businesses that supply, use and serve the
IoT are evolving rapidly. There is likely to be a strong competitive tension between large
market players and the SMEs and innovative entrants attracted by a potentially far more
open environment with new business opportunities. As observed by many experts, since
the “things” of the IoT act autonomously and as part of a densely linked ecosystem, the
owners of the devices or the providers of essential infrastructure services will not be able
to maintain sole control of the IoT ecosystem.
The European industry has a strong IoT market positioning in the connectivity and
embedded systems industries, while it is not as competitive in the applications and
services industries. Across all sectors the significant changes and substantial investments
required to govern the relentless technological advances essential to remain competitive
in the IOT field are putting pressure on Europe’s industries especially. Current economic
conditions and uncertainty is making this commitment difficult for European Industry.
Leading global actors such as Cisco and GE have launched broad, long-term IoT
strategies. Some European leaders such as Siemens and Bosch have also defined their
plans, but for a successful development of the EU supply ecosystem there is a need for
sustained strong leadership and investment by large EU enterprises in the next years as
well as an extension of the value chain.
6.4.2

Ensure SMEs capability to enter the market

As they are one of the key driving forces behind Europe’s economy, ensuring SMEs and
innovative start-ups are in a position to take advantage of the opportunities presented by
the emerging IoT, Cloud, and Big Data ecosystem is also of primary importance and a
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key success factor both for the EU industry and for the IoT European ecosystem. While
SMEs may be expected to challenge the dominance of incumbents, their capacity to
fertilise the market through new ideas and products is equally important.
Currently we are at the top of the hype cycle and starting to cross the “Valley of Death”
or the “IoT Chasm” phase. IoT market potential is defined by the “Visionaries” and “Early
Adopters”. Market projections are inflated by number of highly visible research and pilot
demonstration projects but wide-scale implementation has yet to materialise.
In this context, traditional support measures for start-ups and SMEs such as direct
investment, access to capital, access to research, incentives for private-public initiatives
may not be sufficient. It is important that start-ups and SMES are able to leverage a
broader range of instruments in order to increase their access to the market and thus
chances of success. In this context, the “Valley of Death” is potentially wider and deeper
than many smaller European companies are readily willing to cross to harness emerging
opportunities.
Crossing the IoT Chasm will require a considerable effort from all participants to build
and demonstrate the most relevant use cases – at scale - and position the benefits to a
broad range of stakeholders across the affected value-chains. Larger more established
industry players should play a key role in this process, a point that was raised by a
number of smaller organizations interviewed for this study. They have indicated that
bringing the vision to market and building a sustainable commercial base is one of the
key challenges they face. They believe that established industry players can make a
positive contribution to crossing the IoT Chasm through support in marketing, solution
positioning, ecosystem building and developing the commercial scale needed to enable
longer term success.
In summary, the following initiatives are needed to respond to this challenge:




Promote the standardization and interoperability of IoT horizontal platforms, making
sure that start-ups and SMEs are able to access and exploit them;
Guarantee open competition and accessibility to necessary specification and data for
SMEs to develop hardware, software and services in this emerging market;
Incentivize large EU enterprises to support innovative SMEs through collaboration in
developing appropriate marketing strategies, leveraging their innovation outputs in
extended supply chains, solution positioning, access to their customer base.
6.4.3

Improve IoT readiness

The concept of IoT readiness indicates the conditions which must exist to enable the
adoption and diffusion of the most innovative IoT technologies, first among them
widespread high speed connectivity and an advanced level of maturity of existing IT
infrastructures and systems (enabling economies of scale and scope). The IoT
deployment and diffusion up to 2020 is likely to be faster and easier in the Member
States with higher IoT readiness, and slower in those with lower readiness (this was
taken into account in our negative scenario). Since there is already a gap in high-speed
broadband networks diffusion across Europe, there is a risk of a geographical IoT digital
divide accelerating in the future, especially due to potential different speed of
deployment of 5G network infrastructures.
The R&I strategy includes actions aimed at overcoming the risks of a geographical divide
in the availability of the necessary infrastructures, such as insufficient IPV6 rollout,
uneven deployment of 5G networks, insufficient standards and interoperability
development across Europe, in order to improve overall IoT readiness. A successful R&I
Strategy will leverage collaboration with Structural activities and promote IoT actions
among affirmative actions for those areas in Europe where infrastructure is lagging
behind to ensure that all market players are able to access the entire European IoT
market.
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6.5 Promote and support take-up
6.5.1

Accelerate adoption through Smart Environments

Lead markets open the way in innovation adoption by representing a high potential
number of early adopters and being suited to establish pioneer use cases, test-beds and
business models. Based on our research and stakeholder consultation in the IoT scenario
Europe should focus on the emerging smart environments identified through our
assessment of business opportunities, with high growth and scalability potential as well
as high potential benefits.
To tackle this challenge we see two different potential approaches to achieving impact in
the identified smart environments:




Develop LSP (large scale pilots) – To restore openness to the market where
fragmented vertical architectures and solutions are expanding by focusing on the
interconnection and scaling up of good practice and pilot experiences from across
different Member States. The main goal of these LSP should be to demonstrate and
validate feasible common business models using pan European platforms and
solutions that address standardization and interoperability issues. It should follow the
model of LSPs successfully employed by the FP7-CIP programme by projects such as
Peppol (e-procurement), STORK (cross-border e-identification) and SPOCS (national
points of single contact for e-government services). This approach would work better
for lead markets with high scalability and a strong potential demand for horizontal
solutions, such as Smart factories.
Develop networks of successful pilot experiences in a specific market area, focused on
the experimentation and development of the main elements of the service economy,
with the goal to replicate the most successful solutions and share good practices. This
approach could work well for highly fragmented markets with a strong potential
demand for vertical solutions to be adapted to national contexts, such as e-Health.

6.5.2

Leverage Public sector leadership and demand

This study has found a high number of IoT use cases and examples of early adoption in
the domain of general public services. We have identified smart environments of high
potential in the government, healthcare, public transport, utilities and environment
protection sectors. These smart environments are characterized by a mix of publicprivate actors, but are also highly regulated and influenced by policy strategies.
Policy choices can more easily shape technology adoption in the public sector than in the
private sector. Given also the variety of pioneer use cases identified in the public sector,
these markets can be encouraged and stimulated in order to lead by example.
Potential instruments include leveraging aggregated public demand, pre-commercial
procurement, and the launch of public users’ partnerships, on the model for example of
the Cloud4Europe group promoted by the European Cloud strategy.
6.5.3

Develop the IoT-based Service economy

The Innovation Strategy defined by the IoT and Cloud combination represents a constant,
gradual but necessary transition from a product-centric to a service-centric economy.
Service Innovation is one of the major trends characterising the last ten years of our
economy: born (by IBM SSME Service Science Management and Engineering) as a
discipline mostly concerned with the advanced tertiary sector (e.g. IBM transition from
pure hardware vendor to a service company), servitisation is now one of the winning
innovation models for our primary and secondary sectors: in Agriculture servitisation is
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mostly intended in the farming and dairying life cycle (e.g. farming treatments, livestock
wellbeing are now provided by specialised companies as a Service), while in
Manufacturing represents now one of the most important pillars of its renaissance in
developed Countries (e.g. selling copies instead of photocopiers, selling flying hours
instead of aircraft engines). Moreover a service (value co-creation according to IBM SSME
definition) always includes a relationship between producer and consumer, this way
overcoming the traditional dichotomy between technology push and consumer pull
innovation and favouring the success of user-driven collaborative innovation forms such
as the Living Labs.
In order to develop the main components of a service-oriented economy the innovation
initiatives to be launched should experiment and develop answers to the following issues:
 Value Proposition and Pricing: while in a product economy, price setting is
quite simple (TCO + Mark-up), in a service economy it is quite difficult to set the
right price, able to guarantee sustainability. What is the right monthly rate of an
IoT-based maintenance service of my aircraft engines?
 IPR and Ownership: one of the most important differences is the lack of
ownership transfer (e.g. Rolls Royce remains the owner of the aircraft engines),
which also opens issues regarding liability and responsibility (along the whole
supply chain indeed). Who owns the data produced by a Connected Car? Who is
liable in case of damages, failures or cyber-attacks?
 Skills and Competencies: a service engineer is a professional role which is
mostly undefined in IoT (and not only in this domain), needing a mix of different
skills coming from system engineering, marketing and sales as well as customer
support;
 Stores and Marketplaces: the development of a service economy on top of an
IoT physical system allows the development of an ecosystem of developers,
mostly individuals or micro web entrepreneurs, with a growing potential of social
innovation;
 Social and Environmental Responsibility: a service economy is much more
sensible to new values which are now very important and significant for our
Western society. For Instance, surfing back the supply chain of food or
pharmaceutics thanks to the combination of IoT technology and Cloud Services
could increase the social and environmental reputation of an enterprise.
 Access to Capital and Crowdfunding: generally speaking the investment
required by a service-oriented entrepreneurship initiative is usually much lower
and less risky than a product-oriented project. Service Innovation lowers the
barriers of accessing capital and stimulates also co-operative forms of financing
such as crowd-funding.
 Partnership and Entrepreneurship: service innovation is almost always linked
to collaboration (at least with IoT system providers) and simplifies the process of
generating, nurturing and profiting start-ups
The transition between FP7 and H2020 requires a change in the approach to innovation,
which is mostly planned but rarely implemented. Implementation must now become an
essential and constitutive part of all funded activities, especially but not only in the case
of Innovation actions. Thus all potential actions should have an innovation
implementation strategy defined from the outset and these should be included in the
expected output of the actions to be evaluated among the other criteria. These strategies
should have measurable output, indicators or milestones and be frequently revisited,
monitored and updated.

6.6 Developing Favorable Framework Conditions
6.6.1. Develop e-leadership skills for IoT innovation
There is growing concern that the lack of appropriate skills in Europe will be one of the
most relevant barriers to ICT innovation, particularly in the case of IoT and Big Data.
European enterprises need to engage in digital transformation, embedding digital
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innovation in all their processes, in order to keep pace with their global competitors. This
requires a new set of skills which are not limited to IT practitioners but extend to the
capability of combining technology and business skills, as well as being able to develop
new business visions exploiting ICT.
Research carried out by empirica, a German consultancy, in cooperation with IDC, Insead
and others on behalf of DG Enterprise recently focused on the differentiation between eskills (ICT practitioners) and e-leadership skills. More specifically this last definition is:
“E-Leadership skills enable people with strong ICT skills to lead qualified staff from
different disciplines towards identifying and designing business models and exploiting key
innovation opportunities, making best use of developments in ICT and delivering value to
their organisations16”.
The definition of e-leadership skills is the most innovative and is attracting much
attention, since it responds to the demanding requirements of enterprises, while it is not
yet fully covered by current education and training courses. There is for example an
ongoing discussion about the evolution of the role of CIOs (Chief Information Officers)
who are likely to become Chief Innovation Officers, with a professional profile very close
to that outlined by our e-leadership skills definition and a much broader mandate for
business strategy.
The following tables outline the potential impacts of IoT on skills demand, which concern
some technical ICT skills, but mostly e-leaderships skills.
Table 9 IoT Impact on e-skills demand
IoT impact on e-Skills demand
Infrastructure

Application

Skills on Big Data technologies (Hadoop,
Cassandra, NoSQL databases)
Increased
demand

Systems management skills for highly
integrated, automated and scalable
infrastructures

General

Vendor management skills for
handling vast and diverse
vendor ecosystems

Source: IDC, 2014 for LEAD project

Table 10 IoT impact on e-Leadership skills demand
IoT impact on e-Leadership Skills demand
Management

Emerging
demand

Strategic
management of
data protection/
privacy issues in
IoT environment

Hybrid Business/IT

Industry-specific

Combination of business
analytics skills with industryspecific skills and
understanding of IoT
Management of interaction
with business line managers

Analysis and
understanding of emerging
IoT potential to meet new
customer/business needs

Source: IDC, 2014 for LEAD project

According to estimates developed by IDC with empirica, by 2020 in the EU there could be
a potential gap of 800,000 unfulfilled e-skills jobs in the EU, of which about half fall in the
high profile, management skills category17.

16

17

Source: empirica and INSEAD eLab, 2014

GUIDE project final conference, Brussels, December
2014http://eskills2014conference.eu/presentations/
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The potential demand for e-leadership skills is estimated to increase by 4.6% per year on
average in the period between 2013 and 2020. Based on a recent survey, 59% of eLeaders do not work in the IT department, but in other business departments.
The GUIDE project lead by empirica in partnership with IDC and others on behalf of DG
Enterprise has developed a set of new curricula requirements for e-leadership, in
collaboration with the European CIO association, several universities and business
schools such as Insead in France and IE in Spain. Pilot courses have been launched to
test the suggested curricula.
Our analysis of the requirements of IoT innovation adoption clearly outline how the
supply of e-leadership skills is going to be a critical success factor for this market. The
IoT strategy should include an e-leadership skills agenda among its measures.
6.6.1

Build trust and remove regulatory barriers

The IoT creates new forms of contact that make it hard to know, understand and control
those connections: the classical protections of negotiation, markets and contracts are not
likely to work as effectively in a context of human-to-machine and machine-to-machine
interaction.
There is a need to build trust in the emerging services driven by IoT, which goes beyond
regulation and contractual obligations to social and emotional issues. There is a need to
improve individual understanding and awareness of the potential benefits or risks of the
use of IoT services, particularly concerning privacy, autonomy, identity and social
inclusion.
For example, there is a lack of trust amongst many EU citizens on how our personal data
can be potentially misused today. IoT is seen – rightly or wrongly- as another potential
way for both our personal and company data to be used for purposes which were
unintended. One way to reassure both citizens and companies is if there is a clear audit
trail that will allow data usage to be traced either backwards (to the source) or forwards
(to the application or user). Addressing the need for auditability would go a long way to
assuaging the fears (either justified or not) associated with IoT.
The main potential regulatory barriers for the successful diffusion of an IoT, Cloud and
Big Data ecosystem fall within the following regulatory frameworks:





Competition regulation, in particular market definitions and the role of competition
authorities;
Privacy and data protection, in particular regarding liability and responsibility;
Universal services;
Cyber security.

These regulatory frameworks are likely to require adjustment or compensating “soft law”
measures, such as guidelines, declarations and opinions.
In particular, the embedding of European standards of consumer and data protection
could become a competitive advantage for EU suppliers IoT offerings, since they are
recognized and appreciated worldwide. On the other hand, the new revision of the data
protection directive is raising substantial concern in the industry because it raises the
threshold particularly for Big Data applications, which is a potential barrier.
6.6.2

Encourage international cooperation

The IoT is a global market. Given the network based nature of technologies successful
market players will unavoidably compete for a world market. Our study has investigated
the potential for industry led co-operation between the EU and the main international
economies, which are investing in the development of IoT ecosystems. According to our
analysis, there is potential for mutually useful collaboration with the following countries:


Development of global standards with US and India
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China and Korea on technology research, particularly around sensors and network
connectivity;
Japan and Brazil on the development of advanced services, particularly for e-Health
and ICT for the elderly (Japan), ICT and education for Brazil.

Particularly interesting is the Chinese currently running national 12th Five-Year Plan
including IoT development (2011–2015)18 (see also the State Council issued guidance on
tracking and ordering for promoting the development of IoT19), the first one addressing
the development of IoT in China. The Plan combines investments in research projects,
industrialization projects and regional take-up initiatives.

6.7 Implementing the R&I Strategy
The implementation of the R&I Strategy will require a mix of traditional and innovative
instruments and a strong collaboration between all stakeholder categories, with a leading
role for the EC. The main actions can be articulated as follows:






The core of the strategy is a combination of research, innovation and take-up actions
that can be implemented by DG CONNECT under the umbrella of H2020 by exploiting
the traditional and new instruments foreseen by the Programme, with the cooperation
of private and public stakeholders;
Building trust and removing institutional/ regulatory barriers to the IoT may require
accompanying policy measures, “soft law” such as guidelines, and adjustments to
regulatory frameworks such as privacy and data protection. These actions mainly fall
within the mandate of the DAE (Digital Agenda for Europe) and will require
cooperation across DGs and with the MS’s central and regional governments;
Last but not least, the development of enabling conditions for IoT readiness (such as
investments in next generation infrastructures and key enabling technologies) depend
mainly on external actors and will not be entirely under the control of the main
stakeholders involved by the Strategy. The Strategy however foresees initiatives
addressed at contributing and supporting the development of enabling conditions.

The full development of the R&I strategy should include identifying specific operational
responsibilities and identifying KPIs (Key Performance Indicators) to assess its progress.

6.8 Main Investment Policy Options
The core of the suggested R&I Strategy is based on a mix of actions under the umbrella
of H2020 coordinated by DG CONNECT. We have envisaged three potential approaches
as follows:
1. A “Step-by-Step” approach, accompanying and supporting the development
of the ecosystem: EC investments prioritize meeting the research challenges and
therefore supporting the private sector research investments through cooperative
research projects (Research & Innovation Action - RIA), producing plans and designs
for new, altered or improved products, processes or services (Innovation Actions - IA)
and standardisation, policy, dissemination and awareness actions (Coordination and
Support Actions - CSA), as well as Prizes, first for recognising achievements and
solving specific challenges; and second to induce future actions by providing incentive
and financial rewards. A selected portfolio of innovation actions is also launched,
complementing RIAs through for example 3d party financing and supporting SMEs
active participation to develop innovative solutions and technologies (through the
18

Ministry of Industry and Information Technology of China (2012, Feb.). The National 12th Five-Year Plan Including IoT
Development (2011–2015) [Online]. Available: http://www.gov.cn/zwgk/2012-02/14/content 2065999.htm
19
State Council of China (2013, Feb.). Guidance on Tracking and Ordering for Promoting the Development of IoT [Online].
Available: http://www.gov.cn/zwgk/2013-02/17/content 2333141.htm
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SMEs instrument, and the Fast track to innovation instrument). Clear focus of this
strategy should be to provide funding for a limited number of “Lighthouse projects”
focused providing concrete proof of concepts of the implementation of promising
technologies and including proving the business case and developing business models
for the emerging IoT service economy. In order to promote market take-up, this
approach would include launching a small number (2-3) of Large Scale Pilots, focused
on solving standardization and interoperability issues. All of the actions should be
asked to contribute and convey results, new ideas and suggestions for coming from
research and innovation actions to the specific working groups working within
standardization bodies. To this end demonstration of a comprehensive understanding
of the existing standards and working groups and supplying a plan to interact or
disseminate findings within these groups should be supplied at evaluation time.
The main output of this first approach would be readying the technology base for the
development of the IoT, Cloud, and Big Data ecosystem and the development of
horizontal platforms and solutions for the market. The investment required would be
limited, on a par of the current planned amount.
2. A “Strong Push” approach, increasing investments to leverage industry and
market growth: EC investments address both research and innovation and take-up
challenges, in order to substantially accelerate the development of the ecosystem and
prevent the risks identified in our pessimistic scenario. Research initiatives would be
similar to the previous approach, but funding a larger number of Lighthouse Projects
and Large Scale Pilots, with stronger emphasis on developing roadmaps and
implementing inducement and recognition prizes. For instance:
a. To launch the IoT and Cloud PPP, with the objective to design, coordinate and
implement a wide portfolio of innovation actions, in collaboration with the other
PPPs already existing, particularly the Factories of the Future, Energy-Efficient
Buildings, European Green Vehicles Initiative and Future Internet PPP which all
foresee prominent use of IoT technologies. In the short term (2015-2017) this
would mean increase the scale of interventions supporting medium and small
enterprises showing a strong ambition to develop, grow and internationalize. This
could involve launching ODI (Open Disruptive Innovation) calls through the
special SME instrument, which provides stated support covering the whole
innovation cycle in three phases complemented by a mentoring and coaching
service. In the medium term (2017-2020) the PPP could launch an Accelerator
initiative (such as the FI-PPP Phase Three initiative, which is distributing 80 Million
Euro to innovative SMEs and web entrepreneurs leveraging FI technologies to go
to market). This should include Business innovation grants for feasibility
assessment purposes; Business innovation grants for innovation development and
demonstration purposes; Free-of-charge business coaching to support and
enhance participants innovation capacity and help align the project to strategic
business needs; Access to a wide range of innovation support services and
facilitated access to risk finance to facilitate the commercial exploitation of the
innovation.
b. Concerning market take-up, the “strong push” approach would involve
leveraging economies of scale by focusing on a few priority adoption areas,
through Large Scale Pilots and Lighthouse projects covering the most promising
emerging markets including the Smart Energy, Smart Health, Smart Transport
and Smart Manufacturing. Specific attention would be paid to the public sector
and the Smart Government environment; by organizing public buyers groups to
leverage aggregated public demand of innovative solutions (on the model of the
Cloud4Europe initiative within the Cloud strategy) and developing guidelines to
implement pre-commercial procurement of IoT solutions and services (for
example implementing catalogues of products and solutions).
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The main output of this second approach should be a substantial acceleration of the
EU IoT, Cloud, and Big Data ecosystem development, corresponding to a higher
priority of the development of these technologies in the EC policy agenda. The
investment required would be at least twice the current planned level and leverage
economies of scale by focusing on a few priority adoption areas.
3. A third alternative is a “Light Touch” approach falling somehow in between the
two previous ones, accompanying rather than directing a faster development of the
ecosystem. This approach would balance research and innovation investments, but
instead of a top-down governance of the innovation initiatives mastered by a PPP, it
would use a more network-oriented, indirect stimulation approach. This would mean
to make a set of instruments available to support go-to-market and innovation
activities, supporting their adoption by stakeholder communities oriented to solving
the main innovation challenges (across Europe and across vertical markets). Financial
support to SMEs would still be available but without pre-selection of the main markets
or technologies to be used. The take-up support would involve a larger number of
pilot projects implementing the main use-cases, with high scalability and replicability
potential (to be sure that their results feed into actual market development). They
should be networked, but not necessarily use the same technology platforms. Precommercial procurement would still be encouraged through the development of
guidelines and best-practice exchange groups, but not necessarily.
The main output of this third approach should be a fast development of the EU IoT, Cloud,
and Big Data ecosystem, perhaps slower than in the previous approach but more resilient
and with a focus to prevent uneven development across Europe.
Table 11 Summary of Main Investment Policy Options through H2020
Research & Innovation Strategy: key actions
Main Investment
Policy Options

Step-by-Step: priority
on research
challenges
(Limited investment)

Strong Push
approach: priority on
innovation and takeup
(High investment)

Light touch
approach: balance
research and
innovation, focus on
enabling conditions
(Medium investment)

Research
challenges

H2020 cooperative
research projects
(RIA and CSA) +
Inducement prizes.

H2020 cooperative
research projects
(RIA and CSA) +
Inducement prizes

H2020 cooperative
research projects
(RIA and CSA) +
Inducement prizes

Innovation
challenges

Market take-up

Innovation actions
complementing RIAs
(3d party financing)
and focused on SMEs
(SMEs Instrument,
Fast track to
innovation).

1-2 Large Scale Pilots, focus on
standardization and interoperability

Launch a IoT and
Cloud PPP

IoT and Cloud PPP to promote
lighthouse projects and 3-4 Large
Scale Pilots

Accelerator
Programme for SMEs
Leverage all SMEs
oriented instruments

Portfolio of innovation
actions oriented to
build communities of
stakeholders to solve
main innovation
challenges

A few Lighthouse projects to
develop the service economy
business models, particularly in the
public sector

Pre-commercial procurement by
public sector to stimulate market
take-off

2-3 of Large-Scale Pilots, CSA and
lighthouse projects to develop the
service economy components
Pre-commercial procurement by
public sector to stimulate market
take-off

Source IDC/TXT 2014
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7. R E C O M M E N D A T I O N S
This chapter presents the main recommendations to the EC and key stakeholders
developed on the basis of the analysis carried out in this study.

7.1 Strategic Recommendations to the EC
According to the scenarios developed by IDC for this study, to achieve the potential IoT
market growth estimated for 2020, there is a need for policy action in Europe to
contribute to R&D investments, stimulate the development of the supply ecosystem,
promote demand and take-up and enable favorable framework conditions.
To promote the development of the IoT and Cloud ecosystem in Europe the EC should
implement the following recommendations.
Recommendation 1
Raise the priority of IoT research in the H2020 Programme and prioritize the
investment in the development of technologies for the IoT, Cloud, and Big Data
combination, identified as the main priority to meet demand requirements in
the period 2016-2018.
To meet the main challenges identified in this study, it is important to raise the priority of
IoT research in the H2020 Programme with the support of a dedicated team with the
necessary leadership and capability to coordinate efforts. This study has identified the
main research challenges to be addressed in order to develop Open Integrated
Architectures, End to End Connectivity, Adaptive Networks, Security and Privacy by
Design, and Semantic Driven Analytics. All the research activities should be developed on
the basis of common design principles, in order to manage complexity, provide
scalability, guarantee usability, and preserve privacy by design.
Recommendation 2
Increase investments in the IoT and Cloud research and innovation area to
support more innovation and take-up actions and accelerate the market and
ecosystem development.
This study has suggested three alternative investment policy options for the R&I
strategy: the "Step-by-step" approach prioritizing research investments, focused on the
development of the technology base, horizontal platforms and standards; the "Light
Touch" approach focused on preventing the uneven development of the ecosystem
across Europe; and the "Strong Push" approach aimed at accelerating innovation and
take-up. Research investments are indispensable, but in our opinion the first approach
may not dedicate sufficient resources for innovation and take-up investments, while the
other two enable a better balance of funding between research, innovation and take-up
initiatives. We privilege the Strong Push approach because of the potential positive
benefits and socio-economic impacts for Europe resulting from an accelerated
development of the IoT and Cloud ecosystem in the next 5 years.

7.2 Short-term Recommendations
Recommendation 3
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Promote the development of broad-based, open horizontal platforms, in order to
overcome the potential fragmentation of the EU market and to support the
development of a competitive supply industry and a balanced ecosystem.
The potential optimal balance between horizontal platforms and vertical environments is
one of the critical issues of the IoT market evolution in the next 10 years. According to
IDC the development of broad-based, open horizontal platforms will increasingly become
the lowest common denominator in an increasingly cross-connected universe of “smart
environments”. It is important that the EU industry is engaged in supporting the
development of these platforms working towards greater interoperability and
standardisation across the internal market. This should not exclude the development of
industry oriented solutions and applications in a rich, multidimensional environment.
Recommendation 4
The EC should pay specific attention to the inclusion of innovative SMEs and
start-ups in the research and innovation actions, incentivizing their active
participation and making sure that they can access the necessary technology
platforms to develop applications and services.
The emerging “smart environments” will generate demand for multiple vertical
applications and services, addressed to niche markets or specific target audiences.
Examples could concern consumer applications for personal wellness, public
transportation, connected cars. It is important that EU SMEs are given an opportunity to
start working in these environments in a timely manner, in order to be able to go to
market as soon as these environments become gradually operative.
These activities are important to bridge the gap between research and market, to
contribute to the EU industry competitiveness and to ensure SMEs capability to
participate actively in the IoT market.
Recommendation 5
The EC should implement Large Scale Pilot (LSPs), or other innovation actions,
in the most relevant emerging IoT markets, prioritizing energy, transport,
manufacturing and public sector emerging markets, possibly within integrated
end user domains such as, environmental monitoring, smart cities and smart
homes.
In October 2014 the EC launched an online invitation for commitment for Large Scale
Pilots in the main sectors of the IoT area. According to the results of this study LSPs
should be used to demonstrate the interaction of IoT, Cloud and Big data pilot
applications at scale making it possible for pan-European market actors to test business
models and directly interact with potential users. Focus should be on standardization,
interoperability and tackle trust and security. Large Scale Pilots should be based on
existing applications including all of the value chain of suppliers and consumers of the
products and services proposed. The LSP should demonstrate integration and
interoperability of other open architectures building upon the needs and requirements of
users in different parts of Europe. The LSPs should take a multi-disciplinary approach,
involving not only technology and market focused considerations but also including civil
society and social science experts actively involvement real users.
It is recommended that LSPs be designed differently for each of the vertical sectors and
smart environments, determining which usage domain, which challenges and which
combination of technologies should be piloted, building on the results of the technology
roadmaps suggested above.
According to the main results of our study and the stakeholder consultation the potential
use cases which could be addressed by LSPs could be the following:
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Smart Energy: A LSP should be envisioned to explore new business models
emerging in the utilities sector involving actors from the complete value chain
from energy producers to energy consumers;
Smart Transport: A LSP should be envisioned to manage seamless traffic control
and passenger traffic flow pilots. Another LPS should be envisioned to cover selfdriving and context aware vehicles and transport sharing projects;
Smart Manufacturing: A LSP should be envisioned to demonstrate the value of
product based collaboration between manufacturers. Another LSP should be
envisioned to cover production and operations synchronization and asset
management;
Smart Government (Environment): A LSP should be envisioned to cover
pollutant monitoring techniques across large industrial and small rural cities
across Europe;
Smart Health: A LSP could cover remote health monitoring and care within the
home, as well as tele-health systems and the multiple uses of personal wellness
devices. Given the fragmentation of the market LSPs focused on the whole ehealth value chain could face strong difficulties, even if the results would be very
valuable.

Recommendation 6
Promote the development of e-leadership skills for IoT, by analyzing the main
skills requirements for the current and future adoption of IoT, assessing
potential supply gaps, and collaborating education and training actors to
develop appropriate curricula
Our analysis of the dynamics of IoT innovation adoption clearly shows the need for eleadership skills as a critical success factor for this market. The EC has a rich portfolio of
policy initiatives on e-skills and digital jobs (including the e-skills action plan and the
Grand Coalition of digital jobs), but not really focused on e-leadership skills. However,
since there is a specific risk that lack of skills may become a bottleneck for the IoT
ecosystem development, it is important to develop a specific IoT skills agenda, with a
focus on identifying the specific skills needs, assessing the risks of potential skills gaps in
Europe, and suggesting remedial actions in synergy with existing policy actions at the EU
and national level. For example the EC could actively engage existing Multi-Stakeholder
Partnerships (MSPs) currently operated by European Member-states and their privatesector partners (employers, industry associations, NGOs etc.) for training in the IoT
Space. A potential example could be the GUIDE project led by empirica on behalf of DG
Enterprise, which has developed a set of new curricula requirements for e-leadership, in
collaboration with the European CIO association, several universities and business
schools. Pilot courses have been launched to test the suggested curricula.
Recommendation 7
Contribute to the promotion of IoT readiness, by assessing the main technoeconomic and network infrastructure requirements and the potential risks of
digital divide across Europe
IoT readiness measures the preconditions needed for the deployment of the most
innovative IoT systems, first of all widespread high speed connectivity and an advanced
level of maturity of IT infrastructures and systems, but also standardization and
interoperability. It is important to anticipate what could be the impact on Member States
adoption of IoT of the expected different speed of development of high-speed broadband,
5G infrastructures, IPV6 rollout across Europe. This assessment should be used to
contribute to the development and implementation of other EU initiatives, such as the
Connected Europe Facility within H2020.
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Recommendation 8
Promote IoT take-up and adoption by 1) promoting “leading by example” small
innovation projects focused on proving the business case or developing
innovative business models for the emerging IoT service economy 2) promoting
the aggregation of demand and the use of pre-commercial procurement
mechanisms in the public sector
The European Commission should address the market take-up requirements following the
“Leading by Example” approach by promoting examples of sustainable innovation via
small Light-House Projects providing concrete proof of concepts of the implementation of
promising technologies, with the goal to prove the business case and developing business
models for the emerging IoT service economy. These projects should be based on open
data and open architectures and be highly replicable. In addition the EC should promote
pre-commercial procurement in order to leverage the critical mass of public sector
demand. By leveraging the results of the main RIA, LSPs and support actions it would be
important to develop practical guidelines for IoT and Cloud and Big Data purchases
addressed to public buyers. Also, encouraging public actors’ participation to innovation
and take-up projects may lead them to procure the solutions they helped to pilot.

7.3 Medium-long Term Recommendations
In the medium-long term (in 4-5 years) The European Commission should implement the
following recommendations.
Recommendation 9
Build communities of stakeholders to implement innovative actions based on
technology platforms
The European Commission should promote the development of communities of
stakeholders in the main smart environments and/or around the main horizontal
platforms, supporting the networking and interaction between stakeholders, the sharing
of good practices, the development of skills and training activities.
Recommendation 10
Ensure interoperability and security within Europe’s major initiatives
To ensure the Interoperability and Security with Europe’s major initiatives using the
digital backbone the IoT team should work closely with the Connecting Europe Facility
(CEF) programme. It could also suggest the implementation of IoT based systems and
solutions within the other CEF physical infrastructure projects (for example to insure that
bridges renewal is accompanied with IoT installations for safety).
Recommendation 11
Evaluate the possibility to launch an IoT and Cloud Public-Private Partnership
(PPP) to manage more effectively innovation and take-up actions, and
specifically an Accelerator programme to fund innovative start-ups and SMEs
bringing to market new IoT-based products and services.
Existing PPPs follow different models (for example the FI-PPP is highly centralized, the
FoF - Factory of the Future is highly decentralized) but they are proving effective in
maximizing the collaboration between public and private actors and managing innovation
initiatives. The IoT market is currently in the early development stage, but in 3-4 years it
could be ready for more intensive innovation and take-up actions. Our recommendation
is to consider the option of such a PPP in this field, and to test its feasibility through early
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informal consultations with potential private stakeholders and national governments. In
case of interest, this could be followed by the development of a tentative agenda and a
public consultation to get feedback and expressions of interest, as was done in the
process of creation of the Data PPP which was formally launched on October 13, 2014.
More specifically, the IoT PPP could launch and manage an Accelerator programme on the
model of the phase III of the Future Internet PPP, by employing consortia of venture
capitalist and incubators to identify, select and distribute funding to innovative go-tomarket ideas by small enterprises and start-ups.

7.4 Recommendations on Framework Conditions
Recommendation 12
The European Commission should contribute to building trust and confidence in
IoT by making sure that the research and innovation actions take into account
psychological, social and pragmatic issues potentially affecting the trust and
confidence of the potential users in IoT, Cloud, and Big Data solutions and
services. It should also promote studies and ongoing analyses in this area.
This would include for example to address the need for data auditability, making sure
that personal data leave an “electronic trail” in IoT applications insuring transparency and
control to end users. Promoting studies, public consultations and scenarios to continue
investigating trust and confidence issues as the ecosystem evolves and new services
come to market, in coordination with similar initiatives promoted in the Cloud Computing
and Big Data field.
Recommendation 13
The EC should help developing the internal single market for IoT services and
applications, by promoting the adoption of open standards and interoperable
solutions across Europe, fostering the cooperation between standard bodies,
pointing out relevant regulatory barriers and suggesting remedial actions.
The IoT market is global, but different approaches to IoT undertaken by the Member
States may inhibit the rapid deployment of IoT in Europe. The threat of markets
fragmentation is feared by many leading actors and can be a competitive weakness for
the EU industry and start-ups. In order to promote markets harmonization the EC
should:






Promote guidelines for the adoption of open standards and interoperability solutions
across Europe, particularly by the public sector;
Foster the cooperation between standard bodies and encourage the emergence of
open and common standards;
Support the development of IoT-friendly regulation, harmonized across the MS, by
highlighting potential regulatory barriers relevant for IoT and suggesting what could
be done to remove them. This action should particularly focus on the regulatory
frameworks on competition, privacy and data protection, cyber security.
Make sure that innovation and take-up actions evaluate and address potential
regulatory issues and suggest solutions to perceived barriers.

7.5 Recommendations to National Governments
National Governments should:



Contribute to the development and implementation of the R&I Strategy;
Coordinate their national programmes and initiatives with the EU R&I strategy;
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Participate to the decision on the launch of a potential IoT and Cloud PPP and to the
design of its specific objectives and scope;
Collaborate with the EC for the harmonization of markets and the removal of
regulatory barriers potentially hindering the IoT ecosystem development.

7.6 Recommendations to Large enterprises
To build the EU industry competitiveness in the emerging IoT ecosystem large supplier
enterprises should:





Increase the overall level of R&D investments in the field for the next five years at
least;
Develop global offerings to serve large multinational users, for example to provide
global IoT supply chain management and logistics services;
Engage in the further development of open ecosystems based on the collaboration
between large and small enterprises;
Contribute actively to initiatives supporting innovative start-ups and high-tech SMEs
(as for example Cisco does), based on mutual interest activities where the start-ups
provide their new ideas and technologies and large enterprises help them in go-tomarket activities, particularly giving them privileged access to their customer base.
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METHODOLOGY ANNEX

Developing the Strategy
The combination of IoT with Cloud Computing and Big Data technologies is generating an
innovative ecosystem challenging traditional horizontal and vertical relations among the
main stakeholders as well as conventional social and policy models. In order to develop
an appropriate Research and Innovation strategy we selected a methodological approach
combining the analysis of the technology push and demand pull drivers of the IoT
ecosystem.
As Figure below shows, we identified a forward analysis stream (upper red arrow, topdown approach) which follows the path typically adopted in technology-driven roadmaps,
where new technologies are developed to address research challenges, new research
challenges require innovative business models in order to be implemented and tested,
new business models require new use cases in order to create take-up and impact the
market.
In parallel, and exploiting the unique capability of IDC to understand and forecast the
market dynamics, we carried out a backward analysis (lower red arrow, bottom up
approach) by designing potential market scenarios with their driving factors, identifying
the main demand needs and their requirements for ongoing and forthcoming research.
Our Research and Innovation Strategy (RIS) aims at matching the users’ requirements
with the research challenges, aligning the demand needs with the innovation challenges,
and boosting take-up by supporting the development of the most favorable scenarios. By
analyzing the main threats and opportunities correlated with the main scenarios we have
been able to suggest the main actions needed to implement the strategy.
Figure 26 Conceptual Model of the development of the Research and Innovation strategy
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The Starting Point
The starting point of the Research and Innovation Strategy was the identification of the
key questions to be answered to identify the main challenges, namely:
 Research challenges: How to adapt/revise the main research challenges previously
identified in order to consider their evolution in the future and their synergic
combination with other related technologies such as Cloud Computing, Big Data, 5G,
Cyber Physical Systems and Future Networks? The initial challenges considered
included:
 Open platforms: how to move beyond vertically-oriented closed systems/
architectures/ application solutions and move towards open platforms and more
cross-domain open environments/architectures supporting interoperability across
multiple uses;
 Evolution and applicability of M2M standardisation reference frameworks (e.g.
OneM2M) towards IoT scenarios;
 Short/longer-term approaches towards machine/objects addressing and
numbering taking an EU 28 Digital Single Market as reference;
 Middleware requirements for object management, existing/missing standards
(also including security & privacy);
 Semantic interoperability requirements, beyond the semantic sensor network
work of W3C, requirements to reach a Web of Things through linked data;
 Innovation challenges: How to bridge the research-market gap (Valley of Death)
and support the development of the EU IoT industry ecosystem? Which IoT-driven
and service-enabled Innovation Leverages could Europe take-up in order to unleash
the potential of the research and transform it into business and social innovation?
Which framework conditions are needed to enable such developments?
 Market challenges: How to scale up the pioneer use cases of IoT adoption and
identify the most promising Lead Markets to support/accelerate IoT take-up in EU
society and business? How best to exploit the business opportunities identified by our
market analysis?
Figure 27 The Research and Innovation Strategy: the starting point
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The Study Workshop
The workshop "Forecasting the Future of Internet of Things and Cloud, and identifying
related Business Opportunities" was organized by IDC and TXT, on behalf of the DG
Connect – Unit E1 Networking Technologies, on Thursday September 25th at the
Commission’s premises, BU25 0/S1, 25 Avenue de Beaulieu B-1049, in Brussels from
10.00 to 16.30.
The workshop is part of the study “Definition of a Research and Innovation Policy
Leveraging the Cloud Computing and IoT Combination” SMART 2013/0067, and aimed at
presenting the draft final results of the assignment and helping responding to the
following questions:




What are the main research challenges and opportunities for the European IoT
and Cloud combined ecosystems?
What should the European Commission plan for to meet these challenges and to
reap the full benefits of these technologies?
Which innovative IoT ecosystems, including large scale pilots, need to be
developed in order to unleash the potential of IoT in the Market?

The workshop participants were asked to discuss/validate IDC and TXT inputs on these
issues and to provide their own insights and opinions in open and structured discussions.
The workshop results contributed to the finalization of the final conclusions and
recommendations of the study, which are presented in the current document.
The participants were XX in total, of which:




44 stakeholders from industry and academia, service providers, policy makers and
end users
4 from the European Commission
9 from IDC (Gabriella Cattaneo, Giorgio Micheletti, Stefania Aguzzi, Martin
Canning, Mike Cansfield, David Bradshaw, and Richard Stevens) and TXT (Sergio
Gusmeroli, and Domenico Rotondi).

The detailed list of participants is attached to this report.
The main speakers are indicated in the Agenda below. The agenda was essentially
respected and the workshop ended as planned.
The presentations of the panel speakers are attached to the Minutes and also available
on the web at the following address:




Internet of Things Work Programme 2016-2017 Ongoing Process (EC)
Internet of Things Stakeholder Consultation Results (EC)
Forecasting the Future of the IoT and Cloud, and identifying related Business
Opportunities (IDC and TXT)

Agenda of the Workshop

Morning Session 10.00-13.00 - Chairman: Gabriella Cattaneo
09.30 Registration & welcome coffee
10.00 Opening and welcome – Thibaut Kleiner, HoU E1 Network Technologies, EC DG
CNECT
10.15 Part I – Forecasting the IoT and Cloud market
10.15 Keynote presentation – Martin Canning, IDC: A worldwide outlook of the IoT market
10.30 Keynote presentation – Mike Cansfield, IDC: Forecasting the IoT and Cloud market
in Europe
10.20 Keynote presentation – David Bradshaw, IDC: Emerging Markets and Opportunities
from the Cloud-IoT Combination
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11.00 Q&A
11.15 First interactive session –Giorgio Micheletti, IDC: Assessment of emerging markets
and business opportunities
12.25 Reporting from the first interactive session and plenary session (coordinated by
chairman)
13.00 Lunch break
Afternoon Session 14.00 – 16.15 - Chairman: Giorgio Micheletti
14.00 Part II – Defining a research and innovation policy leveraging the Cloud, Iot and Big
Data combination
14.00 Keynote presentation: Horizon 2020: Plans for future research and presentation of
next work programme – Guadalupe Muñoz Martin, unit E1 Network Technologies,
EC DG CNECT
14.15 Keynote presentation – Sergio Gusmeroli, TXT: The Research and Innovation
strategy: main actions
14.25 Keynote presentation – Gabriella Cattaneo, IDC: Potential policy options and draft
recommendations
14.35 Second interactive session – Gabriella Cattaneo, IDC: Discussion and validation of
Research and Innovation Strategy and main Policy Options
15.45 Reporting from the second interactive session and plenary session (coordinated by
chairman)
16.15 Wrap-up and next steps
Conclusions by Giorgio Micheletti, IDC
Conclusions by Peter Friess, unit E1 Network Technologies, EC DG CNECT
16.30 End workshop
Upon their arrival to the workshop, participants were given a short questionnaire about
IoT related business demand drivers and barriers and hypothetical funding allocation for
IoT in the R&I Programme to help stimulate the discussion during the afternoon session.
The results of the questionnaire were presented during the workshop.
The morning session was chaired by Cattaneo and focused on the IoT market and
ecosystem, and the identified related business opportunities.
Canning, Cansfield and Bradshaw (IDC) delivered 3 keynote speeches on the IoT market
presenting the results of the study including fresh data produced by IDC for the purpose
of the study that were greatly appreciated by the audience. The links to the
presentations are reported above.
In the morning session the study team moderated an interactive session focused on the
assessment of lead markets and business opportunities. The discussion was highly
participatory and focused around the following topics:



The growth potential of the identified lead “smart” markets
The potential EU role in the identified lead “smart” markets

The main goal was to discuss and validate the study conclusions on main drivers and
barriers of the IoT and Cloud and Big Data ecosystem in Europe and its potential
evolution in the next period up to 2020.
The session was followed by the reporting of the key takeaways to the plenary.
Micheletti (IDC) chaired the afternoon session centred on the research and innovation
policy leveraging the Cloud, IoT and Big Data combination.
The afternoon session was opened by Muñoz Martin (EC) who presented the results of
the stakeholders’ online consultation on the next work programme.
Gusmeroli and Cattaneo presented the main actions of the R&I Strategy and the draft
conclusions and recommendations developed by the study.
The second interactive session was about the discussion and validation of R&I Strategy
and main policy options. The aim was to collect the different stakeholders’ views,
particularly:
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To discuss and validate the study conclusions on alternative policy options and
recommendations;
To collect additional feedback on potential Large Scale Pilots (prioritization of
sectors to be targeted, identification of key players to involve, and next steps to
be implemented for a successful launch);
To understand the different priorities around the main actions to implement the
R&I Strategy.

The results of both interactive discussions were elaborated by the study team and are
presented in the current document in Chapter 7. The inputs were also used to review and
finalize the content of the current document.
Micheletti wrapped up the key points of the overall workshop, and together with Friess
(EC) presented the conclusions and ended the workshop thanking the participants for
their attendance.

Stakeholders Interviews Methodology
The current section presents the design and implementation of the stakeholders’ in-depth
interviews, the list of the interviewees, and the interview guidelines.
In May 2014 the study team carried out 23 in-depth interviews with key stakeholders of
the IoT and Cloud ecosystem.
As a preliminary step, the study team managed the contact-identification process to
identify and make contact with these experts. The interviewees were selected from the
long list of key stakeholders built by the study team and shared with the Commission for
approval at the beginning of the study and then further populated and finalized in the
course of the study.
The interviews were carried out following the interview guidelines included in this annex;
the study team shaped different guidelines for each main stakeholder typology as
checklists of topics to be covered during the interviews. The interviews lasted for ca. 1
hour and were conducted by senior and experienced analysts from the consortium with
particular expertise and detailed insights in IoT and Cloud Computing. The data collected
through the interviews were recorded in a wrap-up document and elaborated.
The following table provides the overview of the composition of the stakeholder
interviews by company name, sector, and domain.
Table 12 List of Interviews carried out by the study team
Organization

Sector

Domain

AGT International

Industry

Platform provider

Alcatel-Lucent Services

Industry

Service Provider

Alliander NV

Users

Utilities

Amdocs

Industry

Platform provider

Bosch Software Innovations GmbH

Industry

Solution Provider

Carriots

Industry

Platform Provider

Cisco

Industry

Solution Provider

Concirrus

Industry

Platform provider
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Organization

Sector

Domain

Davra Networks

Industry

Platform provider

eGlobal Mark

Policy maker

Standardisation

Engineering

Industry

Service Provider

Ericsson

Industry

Solution Provider

Evrythng

Industry

Platform Provider

Hitachi Europe

Research & Industry

IoT products

HOP Ubiquitous, S.L.

Innovators

Standardisation

Ipv6 Forum

Research & Industry

Standardisation

Midas

Industry

Association/Partnership

Orange FT Labs

Research & Industry

Smart City

SINTEF

Research & Academia

IoT research

Telecom Italia

Research & Industry

Standardisation

T-Systems

Industry

Service Provider

Vodafone

Industry

Service Provider

Whirpool

Users

Manufacturing

Interview Guidelines
Identification
Name of interviewee
Title
Organization
Contact info (email + telephone)
Country and location
Date of interview
Place of interview
Name of interviewer
Does the Interviewee wish to be quoted or prefers to be anonymous?
During the interview, please specify which data or content can be quoted, if any
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Yes you can quote my name and
organization
Yes you can quote my organization not my
name
No I prefer to remain anonymous

Introduction
There are five parts to this discussion guide. They are:






Part 1 covers General attitudes towards IoT and Cloud;
Part 2 considers investment policy options;
Part 3 looks at IoT within the European Union Horizon 2020 research programme;
Part 4 covers the Business opportunities for IoT and cloud; and
Part 5 considers the perspective of end-user companies.

Part 1: General Attitudes towards IoT and Cloud
Talk about the Internet of Things (IoT) is all over the media at the moment. We would like to
understand your view on the topic.
Q1.1. How would you describe what IoT is, and do you think it will play an important role in
our lives in the future (5 years) both as citizens and in the workplace?
Q1.2. Which sectors of the economy do you think will have the fastest take-up of IoT, and
why? Which sectors do you think will have the slowest take-up of IoT, and why?
Q1.3. Do you consider IoT and cloud computing as separate and discrete, or are they
interdependent? Why do you say that?
Q1.4. What about the phenomenon of Big Data - How would you see it in relation with IoT
and cloud? Would you consider it as separate and discrete or interdependent? And why?
Q1.5. Which IoT research and innovation challenges would you suggest need to be addressed
for the coming years in Europe?
Q1.6. What new business opportunities could arise from the combination of IoT and Cloud
Computing? In which sectors and why? Could you identify a killer application for 2018?
Q1.7. What would you identify as the main barriers to the current and future deployment of
the IoT take up? Could you please name a few examples and the reasons ? For instance: lack
of interoperability, lack of common regulation in Europe, market fragmentation in Europe,
lack of a common investment approach, etc…
Q1.8 Is there anything you would like to add on the general topic of IoT and cloud?

Part 2: Investment Policy Options for IoT and cloud
The European Commission understand the potential of IoT and want to make sure all member
countries and the EU in general maximizes this opportunity. We would appreciate your input
on what actions the Commission should take to achieve this aim.
Q2.1. Should the EC or in general any public agency promoting innovation and new business
development play an active role through investment in fostering IoT/cloud combinations (and
IoT/Big Data) within the EU?, and why? (if no go to Q 2.3).
Q2.2. What do you think are the public investment options the EC has to choose from in the
IoT area?
Q2.3. What do you think are the private investment options in the IoT area?
Q2.4. Are there any other investment options to be considered (e.g. social financing, crowd
sourcing)?
Q2.5. Should the EC encourage entrepreneurship in the area of IoT? (If no go to Q4.1)
Q2.6. How do you think the EC can foster entrepreneurship in the IoT domain?
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Q2.7. Is there anything you would like to add on investment policy otions in connection with
IoT and cloud.

Part 3: Key Requirements for Horizon 2020 EU’s Research & Innovation Activities
(2015-2018)
Horizon 2020 (H2020) is the European Commission funded programme designed to support
and encourage research and technical development across the European Union thereby
ensuring that Europe retains and enhances its capabilities in the Information and
Communications Technology (ICT) sector.
Q3.1. Prioritizing IoT Research. De-verticalising IoT architectures, introducing
standardized IoT reference architectures and protocols, improving privacy & security in IoT
Systems, solving identification and addressing problems in IoT, enabling semantic
interoperability among things, the data they produce and the services they feed are just some
examples of Research Priorities for the coming years. Could you prioritise them according to
their innovation potential? Would you address additional challenges not mentioned above?
Q3.2. Matching Research Challenges and User Requirements. Which of the above
identified challenges will have a major impact on the Market, and why?
Q3.3. IoT Innovation Business Models. The successful full adoption of IoT in the market
requires the development of new Business Models. Do you agree with this statement? Do you
think that incumbent providers, SMEs, start-ups must adopt different business models? Could
you provide examples of successful new business models?
Q3.4. Aligning Innovation Business Models with User Needs. Which of new IoT-enabled
Business Models could recognize Success Stories and Best Practices in the Market? Could
you make some examples?
Q3.5. IoT Market Ecosystems. The IoT value chain requires a valuable mix of organizations,
stakeholders, competencies to be involved in the different phases of an IoT system lifecycle
(Beginning-Middle-End of Life). This requires the development of new collaboration forms,
less hierarchical and more participative and people-driven. Which are in your opinion the
main peculiar characteristics of such an IoT ecosystem and why is it different from other
Business Ecosystems?
Q3.6. Boosting Market Ecosystems in User Scenarios. In your opinion and experience, which
innovative IoT ecosystems (e.g. Public Private Partnerships such as FI PPP, European
Technology Platforms such as EpoSS, Joint Undertakings such as Artemis, Knowledge and
Innovation Communities such as EIT ICTLabs, and large scale pilots ), need to be developed
in order to unleash the potential of IoT in the Market. Could you make some examples?
Q3.7 Is there anything you would like to add on H2020 in connection with IoT and cloud?

Part 4: Additional Business Opportunities derived from the combination of IoT
and Cloud Computing in Europe
There is a widespread expectation that new Business Opportunities will flow from the
combination of IoT and Cloud computing derived from IoT / Cloud combination
Q4.1. An ecosystem is a more complex and less hierarchical supply-chain, and Telecoms is a
perfect example of this where different actors/components (such as Communication service
Providers, Systems Integrators etc_) are involved together and in diverse roles in the various
stages to deliver service to customers. The IoT System Lifecycle has three elements to it Plan,
Build, and Operate. Do you agree with this model? (If no, go to Q4.3.)
Q4.2. How would you describe the role your company plays in the IoT ecosystem? What do
you see any bottlenecks in this that need to be removed to fulfill the potential of IoT and
IoT/cloud computing combined business?
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Q4.3. is there anything else you would like to add and say to the EC in connection with
investment policy options in IoT and cloud business?
Q.4.4. What are in your opinion the additional business opportunities which can arise from
the combination IoT and cloud? (Please prioritize the top 3 additional business opportunities
that you see in this field in Europe.




Opportunity 1
Opportunity 2
Opportunity 3

Q.4.5. Please indicate the main barriers to the achievement of the additional business
opportunities from the combination of IoT and Cloud in order of importance?




Barrier 1
Barrier 2
Barrier 3

Q 4.6. For both opportunities and barriers could you please indicate the timeframe according
to which, in your opinion, these opportunities and barriers will come into force/play a role in
Europe?
Q4.7 Is there anything you would like to add on Business opportunities in connection with
IoT and cloud?

Part 5: End-Users only
This final section is for End-user companies only.
Q5.1. How do you see the adoption of IoT, IoT and cloud in your sector up to 2020? Which
applications would be adopted and which business opportunities do you think they will
unleash in your industry/sector? Could you please mention at least 3 apps and opportunities?
Q5.2. Timing of adoption: when do you think the applications and opportunities above will
hit the market from here to 2020?
Q5.3. The successful adoption of these applications requires the development of new
Business Models. Could you give some examples of new developed/developing business
models to be introduced in your sector/industry to sustain the adoption of new applications?
Q5.4. The ecosystem is also likely to be affected by the implementation of new IoT-driven
applications and the development of new Business Models. What do you think this new
ecosystem will look like and how would it differ from the current ecosystem? Which
characteristics would the main players have?
Q5.5. (Ask experts only) In your opinion and experience, which innovative IoT ecosystems
(e.g. Public Private Partnerships such as FI PPP, European Technology Platforms such as
EpoSS, Joint Undertakings such as Artemis, Knowledge and Innovation Communities such as
EIT ICTLabs, and large scale pilots ), need to be developed in order to unleash the potential
of IoT in the Market. Could you make some examples?
Q5.6. What should the EC and/or national governments do to enable/promote the
development of the IoT market and of the other business opportunities related with IoT, cloud,
big data? Is public investment needed and if yes, to do what? At national or EU level?
This completes the interview today. Many thanks for your time today

Part 5: End-Users only
This final section is for End-user companies only.
Q5.1. How do you see the adoption of IoT, IoT and cloud in your sector up to 2020? Which
applications would be adopted and which business opportunities do you think they will
unleash in your industry/sector? Could you please mention at least 3 apps and opportunities?
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Q5.2. Timing of adoption: when do you think the applications and opportunities above will
hit the market from here to 2020?
Q5.3. The successful adoption of these applications requires the development of new
Business Models. Could you give some examples of new developed/developing business
models to be introduced in your sector/industry to sustain the adoption of new applications?
Q5.4. The ecosystem is also likely to be affected by the implementation of new IoT-driven
applications and the development of new Business Models. What do you think this new
ecosystem will look like and how would it differ from the current ecosystem? Which
characteristics would the main players have?
Q5.5. (Ask experts only) In your opinion and experience, which innovative IoT ecosystems
(e.g. Public Private Partnerships such as FI PPP, European Technology Platforms such as
EpoSS, Joint Undertakings such as Artemis, Knowledge and Innovation Communities such as
EIT ICTLabs, and large scale pilots ), need to be developed in order to unleash the potential
of IoT in the Market. Could you make some examples?
Q5.6. What should the EC and/or national governments do to enable/promote the
development of the IoT market and of the other business opportunities related with IoT, cloud,
big data? Is public investment needed and if yes, to do what? At national or EU level?
This completes the interview today. Many thanks for your time today

Market Size and Forecast Methodology
IDC first published "Worldwide Internet of Things (IoT) 2013–2020 Forecast: Billions of
Things, Trillions of Dollars" (IDC #243661) in October 2013. Since then it has continued
its research into and discussions with ecosystem players regarding IoT solution
implementations. All IoT solutions require intelligent systems. Devices or things in the
IoT are managed by these intelligent systems, defined as securely managed electronic
systems that run a high-level operating system (HLOS) and autonomously connect to the
Internet, execute native or cloud-based applications, and facilitate data analysis.
Research indicates that traditional embedded systems are also being enhanced to
function like intelligent systems in IoT solutions in some cases. IDC's current definition of
the Internet of Things has evolved to underscore the requirement that the IoT system is
the foundational unit in the forecast and is defined precisely as an intelligent system or
enhanced traditional embedded system and must have IP connectivity.
IDC published a revised Worldwide Internet of Things (IoT) forecast in May 2014 as an
update on the October 2013 version in the "Worldwide and Regional Internet of Things
(IoT) 2014–2020 Forecast: A Virtuous Circle of Proven Value and Demand" (IDC #
248451) The forecast methodology involved the creation of an installed base forecast to
which revenue was associated, all of which was grounded in the ecosystem research
discussions over the past six months. To create the worldwide IoT units installed forecast,
IDC considered intelligent and embedded system shipments as well as ensuing
retirement rates across several industry implementations. The forecast also builds in
assumptions for white good adoption. The following are not counted as installed IoT units
in this forecast: standalone sensors, "dumb" devices, smartphones, tablets, PCs, and the
majority of wearables.
To create the worldwide IoT revenue forecast, IDC considered two major revenue
categories — IoT system shipment revenue (recognized in the year the unit was first
connected) and the IoT stack revenue per installed device, inclusive of connectivity
services, infrastructure, purpose-built IoT platforms, applications, security, analytics, and
professional services. Four IoT use case types were considered in the creation of the
worldwide IoT revenue forecast. Per installed IoT unit stack charges are typical in a
number of IoT vertical uses (i.e., transportation, healthcare). IDC research indicates this
type of business model will become increasingly typical in other vertical use cases. IDC's
forecast incorporated the following use cases as part of its IoT revenue forecast:


High-end case. IoT use case that incorporates smart monitoring and analytics;
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Mid-high case. IoT use case that incorporates rich "track and trace" with
exception-based reporting and some predictive data;
Mid-low case. IoT use case that incorporates rich "track and trace" with exceptionbased reporting;
Low-end case. IoT use case that incorporates basic "track and trace" updates.

To create the regional IoT installed units and revenue forecast, the IoT team worked in
conjunction with IDC's regional IoT teams to gain regional guidance specific to IoT that
was applied to the relative regional positions regarding information and communications
technology investments. Each region's share was forecast relative to the other regions'
shares based on ICT spend trends, how IoT solution adoption varies from its ICT spend
adoption rates, and the differences between developed and emerging market climates.
The quantitative approach to the current forecast update was further augmented by
analyst briefings with device manufacturers, software vendors, service providers,
systems integrators, and other key players participating in the Internet of Things market.
Finally, feedback from end users — both consumer and enterprise — provided valuable
insight into their awareness and willingness to invest in IoT solutions. Note: All numbers
in this document may not be exact due to rounding.
The regional data prepared for the Worldwide Internet of Things (IoT) forecast in May
2014 covered Western and Eastern Europe. For the purposes of this project this data has
been modeled to derive IoT forecast revenues for the 2013-2020 period for all 28 EU
countries as a subset of the combined Western and Eastern European regional data. The
methodology used comprised grouping countries into high growth/good growth/slow
growth/little growth based on analysts' evaluation of the relative IoT maturity of each
country within the EU, and applying the established ICT spend per EU country to that
maturity ratio to derive country-specific IoT figures. Standard ICT ratios by industry
vertical were applied to calculate the revenues per vertical across the EU in total.
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